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AHHOTALUWA

HacTosiwmii AOKYMEHT COAEPXMUT onncaHue oCobeHHOCTEN UM BapuMaHTOB WMCMOJIb30BaHUSA Mpo-
rpammHoro komnnekca Kpuntollpo IPsec, npegHa3sHavyeHHOro ANg 3aliuTbl AaHHbIX NepefaBaeMblX B
IP-ceTax.

B HacTosilweM ookyMeHTe onmcaHbl ocobeHHocTn npumeHenns Kpuntollpo IPsec ans:
e 3awutbl VPN;

e 3awuTbl coeanHeHuns site-to-site VPN;

e OpraHusaumm n3onsaumm AOMeHa;

Ha 6a3e KIK4YEBbLIX CUCTEM:

e PSK;

e CepTudukarsbl.

JOKyMeHT npegHasHadeH ANs8 agMMHUCTPATOPOB KaK PYKOBOACTBO MO YCTAaHOBKE U KOHUry-
paunn Kpuntollpo IPsec.

CueHapum nowaroBon HacTpPOMKW BapuaHTOB Mcnonb3oBaHua Kpuntollpo IPsec, B ToM uncne
ana M3, NnpnBoasATCa B NPUIOXKEHUMN.

UHdopmaumnna o paspaborunke Kpunrtollpo IPsec:
000 «KPUMTO-MPO>»,
127018, r. Mocksa, yn. Cywesckuit Ban, 4. 18
TenedoH: (495) 995-48-20
dakc: (495) 995-48-20
Cant: www.cryptopro.ru
MouTta: info@cryptopro.ru
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1. Ha3HaueHune

Kpuntolpo IPsec npeaHa3sHayeH Ans 3alinTbl OTKPbLITOM MHGOpMauum B MHEPOPMALMOHHLIX
cuctemax obuwero nNonb3oBaHUS U 3aWnTbl KOHPUAEHUMaNnbHON MHMOpMaUMK, He coAepiKallen cee-
OEHWNIA, COCTaBNAWMX rOCyAapCTBEHHYHO TalHYy, B KOPMOPATMBHbLIX WHMOPMAUMOHHbLIX CUCTEMAX, U
obecneunBaeT:

e AYTEHTUYHOCTb CTOPOH B3aMMOAENCTBUSA, YKa3aHHbIX B nonntuke IPsec (npasunax IPsec),
rMpW UCNoab30BaHUN COBMECTHO C M3;

e KOH(pMAEHUMANbHOCTb N ayTEHTUYHOCTL nepegasaemon no VPN mnn JIBC koHpuaeHumanb-
HOM MH(OpPMaUUN B peXMMe MaHAaTHOro WwndpoBaHusa 6e3 NpUMeEHEHUS A0OMONHUTENbHbIX
M3;

e KOH(MpUAEHUMANBHOCTb N ayTEHTUUYHOCTb nepeaaBaemon no VPN mnun JIBC koHpUaeHUnanb-
HOM MHdOpMaUMM MexXay HEKOTOPbIMWU, BblIAESEHHbIMW, CTOPOHAaMW B3aMMOAEWNCTBUSA MpWU
BCTPaMBaHMU B coCcTaB M2 unu NpunoxXeHun;

e AaYTEHTMYHOCTb CTOPOH rOJSIOCOBbLIX MM BUAEOKOHMEpeHUM, B KOTOPbIX HET obMeHa KOH-
duaeHumanbHom nHbopmMaumu.
Ncnonb3osaHne Kpuntollpo IPsec gnsa obecnevyeHnss KOHPUAEHUMANbHOCTU OA0COBbLIX MU
BUAeOKoHdepeHunin 6e3 npoBeaeHNs AOMNONHUTENbHbIX UCCNeA0BaHMI 3anpeLwlaeTcs.

BctpansaHue Kpuntollpo IPsec B M3 unn B Apyrue 3awmuiaemMble MHPOPMaLMOHHbIE CUCTEMbI
OO/HKHO NpoU3BOANTBLCA B COOTBEeTCTBUMM C [MonoxeHnem K3-2005 opraHmsaumamy, MMeWmMMn nu-
LEH3UI0 Ha NpaBo NpoBeAeHMs Takux paboT.

Mpu BcTpanBaHum Kpuntollpo IPsec B npuknagHbie cMCTEMbl HEO6X0AMMO MPOBOAUTL OLEHKY
B/IMSHMA annapaTHblX, NporpaMMHO-annapaTHbIX U MNPOrpaMMHbIX CpeacTB ceTu (CUCTEeMbl) KOHPU-
OEHUMANbHOW CBSI3W, COBMECTHO C KOTOpPbIMM npepnosiaraercs wraTHoe dyHKUumoHmpoBaHue CK3U,
Ha BbINoOJSIHEHME NpeabaBneHHbIX K CK3U TpeboBaHni B cneaylowmnx criydasax:

e Ecnn nHdopmauums, obpabaTtbiBaemas CK3U, noanexmT 3alunTe B COOTBETCTBUU C 3aKOHO-
AatenbcTBoM Poccuinckon depepaunm;

e [lpn opraHuzaumun sawunTtbl Hdopmaunm, obpabateiBaemon CK3U, B denepanbHbIX opra-
HaX MCNOJIHUTENbHOW BflIACTU, OpraHax WMCNOSHUTENbHOM Bnactn cybbekToB Poccuiickon
depepaunn;

e [lpu opraHmsaumm Kpuntorpaduyeckon 3awnTtbl MHDOpMauumn, obpabaTteiBaemoin CK3U, B
opraHusaumax He3aBUCUMO OT MX OpraHM3aLuMOHHO-NPaBoBoOn GOpMbl U HOPMbl COBCTBEH-
HOCTM NpW BbINOJIHEHUM UMW 3aKA30B Ha MOCTaBKYy TOBApOB, BbINOAHEHMe paboT unu oka-
3aHMe yCnyr Ans rocyaapCTBeHHbIX HYXA.

YKa3saHHY0 OLeHKYy HeobxoauMo npoBoauTb no T3, cornacosaHHoMy c 8 LleHtpom ®CB Poc-
CUN.

CoeanHeHns, NOCTPOEHHbIE C UCMOJSIb30BAHMEM PEXUMOB U anroputmos IPSec, oTAnYHbIX OT
OMUCaHHbIX B HacCTosILLEeN AOKyMeHTauuu, AOMKHbI pacCMaTpMBaTbCs KaK He3allMUIEHHble coeauHe-
HUs. Tpy 3TOM AO/MKHbI 6bITb NPUHATLI MEpbl, UCKOYaoWme yTeuky Tpebytowen 3awmtel nHdopMa-
UMM C 3awmuwaemoro obvekta uHdbopmaTmMsaumun. MNMpoeepka AOCTATOYHOCTU MPUHATLIX Mep 3allUTbl
NpoBOAUTCSA Mpu aTTectaumun obbekTa nHdbopmaTmsaunm ¢ CK3N «Kpuntollpo IPSec» Bepcuun 1.0 no
TpeboBaHMAM nHbDOPMaUNOHHON 6e30MacHOCTH.
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2. TpeboBaHusa Kk cnctemHomy O

KpunTtollpo IPsec ¢dpyHKumoHupyeT B cneagyrowmx OC:

e Microsoft ® Windows Server ® 2003 apxutektypbl X86;
e Microsoft Windows XP apxutekTypbl X86;

e Microsoft Windows 7 apxutekTypbl Xx86 n x64;

e Microsoft Windows Vista ® apxutektypbl Xx86 n x64;

e Microsoft Windows Server 2008 x86 n x64;

e Microsoft Windows Server 2008 R2.

Kpuntollpo IPsec wucnonb3yetca coBMmectHO ¢ CK3WM  Kpuntollpo CSP v.3.6.1
(OKTSAN.00050-03).
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3. BBepeHue

Ans 3awnTbl AaHHbIX, NepegaBaeMbliX MO OTKPbITbIM KaHanaM CBA3U, MPUHATO MUCMNOb30BaTb
TaK Ha3blBA€EMYIO «TEXHOJIOMMIO 3alLULWLEHHOI0 KaHana», B KOTOPOM AOJ1>KHbI 6bITb 0becneyeHsbl:

e B3aWMHas ayTeHTUdUKAUNSA B3aMMOAENCTBYHOLLNX CTOPOH;
e KOHMDUAEHUMANLHOCTb NepeaaBaeMbiX AAHHbIX;
e LIEJIOCTHOCTb M QYTEHTMUYHOCTb NepefaBaeMbIX AaHHbIX C 3aLLMTON OT NOBTOPOB.

3aluMLWEHHBIA KaHan MOXeT 6bITb peann3oBaH NyTeM OpraHu3aumum BUPTYanbHOM YacTHOM ce-
1 (Virtual Private Network, VPN). CyTb nogxoga COCTOMT B TOM, YTO6bl BHYTPU OTKPbITON CETU, AOC-
TYN K KOTOPOM He OrpaHuW4YeH passfiMyHbIM KaTeropusiM nonb3oBaTesnel, co3aaTb COBCTBEHHYH, MU30-
NINPOBaHHYO, AOBEpPeHHYI cpeny obMeHa AaHHbIMM. B aTol cpege cmoryT pabotaTb TONMbKO Aony-
LeHHble NOoAb30BaTenn, a ANS OCTasibHbIX MoJfib30oBaTenen Tpaduk 3awmueHHoro kaHana 6byaer 3a-
WwndpoBaH Ha K/oye nonb3oBaTensi, 6e3 obnagaHus KOTOPbIM NepepaBaeMas MH@opMmauus byaer
HeAOCTyNHa Ha JTeHue. Kpome TOro, nakeTt 3awmueH kogom ayteHTudukaummn, 4to obecneumsaer
HEBO3MOXHOCTb MoAndMKauun, nepeagpecaumm n DoS-aTak.

Cpean Hanbonee pacrnpocTpaHeHHbIXx VPN npoTOKO/I0B MOXHO Bblaenutb L2TP/IPSec n SSTP.
He pekoMeHayeTCs MCnoab3oBaTb NpoTOKoa PPTP ang 3awuTtbl CETU, T.K., HA CErofgHsLWHNN AE€Hb, OH
He oTBe4YaeT MMHMMaNbHbIM TpeboBaHMsaM 6e30MacHOCTH.

KpunTtollpo IPsec no3BonseT co3aaBaTh 3alUMLEHHbIE KaHanbl nepegayn AaHHbIX B IP-ceTax ¢
ncnonb3oBaHnemMm wudpoBaHusa. B 3aBMCMMOCTM OT pellaeMbiX 3a4ayv, AaHHbIN MPOAYKT MOXeET 6biTb
NCNOSIb30BaH B COCTaBE YXe UMEKLWMXCA peeHnin, B HOBON MHMPACTPyKType, Ha OTAENbHO-CTOSALWMX
KOMMblOTEPAX MAM B COCTaBe BCeX 3awmwaeMbix obbekToB ceTn. Kpuntollpo IPsec npegHa3HaueH
ONs YCTaHOBKM Ha ceTeBble 06beKTbl, TakMe KaK MexceTeBble 3KpaHbl, CepBepbl yAaneHHOro AOCTy-
na, KOHTPoN/epbl JOMEHA, a TaKXe Ha KOMMbIOTEPbI NO/b30BaTeIeNn AOMEHA U yAANEHHbIX NONb30Ba-
Tenen, kotopble paboTtaloT nog ynpasaeHueMm noagaepxumeaembix OC (cMm. Pasgen 2 «TpeboBaHus K
cucteMHomy MO»).

Bo3moxxHO npumeHeHune KpunTtollpo IPsec B 3-x 6a30BbiX CLeHapusx:

e «TOYKa-ceTb» («TOYKa-TO4YKa», <«MOAKIKYEHMe yaaneHHoro pocrtyna», «client-to-site»),
KOrga KAMEeHT MOAK/YaeTCs K cepBepy YAaJleHHOro A0CTyna, CBA3b MeXAy KOTOPbIM U
JNIOKanbHOM CceTbio Ha3HadeHus naeT vyepes ceTb obwero gocryna (cM. PucyHok 1, PucyHok
2);

e «CeTb-CeTb» («MaplpyTM3aTop-MapwpyTmaTtop», «site-to-site»), koraa ase (unu 6onee)
AOBepeHHble ceT OBMeHMBalTCA BHYTPEHHWMM AaHHbIMM 4yepe3 06WenoCTyrnHy, CeTb
(HanpumMep, «WHTEpHET»), HO MNpW 3TOM PUCK, CBSA3a@HHbIN C HapyLeHWeM KOHPUAEHLU-
a/IbHOCTW nepefaBaeMblX AaHHbIX, WX MOAMEHbI, UCKAXXEHUS CBOAUTCHA K AOMYCTUMOMY MU-
HUMYMY (CM. PucyHok 3, PucyHok 4);

e  «MU30/1AUMS FPYNMbl» KOMMNbIOTEPOB WIN BCEro IOMEHa B JI0KasibHOM ceTu (CM. PUCyHOK 5).

VPN-nogknto4eHne TMna «To4yKa-ceTb» AaeT Mnosib30oBaTeNnssM BO3MOXHOCTb Nofay4yaTb AOCTYN K
CeTeBbIM pecypcaM CBOEW OpraHusaunm C MCNosb3oBaHWEM ob6LWeA0CTYNHOM CeTU nepeaayvyun AaHHbIX.
Mpwn 3TOM, peanbHas MHGpPACTpyKTypa 06LWeaO0CTYNHOM CEeTU HEe MMeeT HMKaKoro 3Ha4yeHus, Tak Kak
nepegavya AaHHbIX OpraHu3oBaHa NogobHO TOMy, Kak ecnn 6bl OHW NepeaaBanncb MO BblAeNE€HHOMY
(T.e. HEAOCTYNMHOMY MOCTOPOHHUM NMUAM, YaCTHOMY) KaHany (cM. PucyHok 1, PUcyHok 2).
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Mpn coegMHEHUN TUMa «CeTb-CeTb» MPOTOKOSbl 6€30NacHOCTU MPUMEHSAIOTCA TOMIbKO K nake-
TaM, BbIXOAALWMM M3 SIOKANbHOM CETW, U MpeKpallaloT CBOe AeNCTBME NpW BXOAE NakeTa B APYryto
yAaNneHHY0 NOKanbHYK CeTb, T.€. BHYTPW NOKasbHbIX CeTeil nakeTbl He 3awumuieHsbl (He 3awundposa-
Hbl, HEe coAaepXaT AaHHbIX ANA NpOBepKU LenocTtHocTn). MNpun TakoM coeanHeHun oanH VPN-cepsep
obecneumBaeT MapuwpyTU3UMpyeEMOe MOAKAIYEHNE K CeTW, KOoTopas HaxoauTcs 3a Apyrum VPN-
cepsep. Cepsep, vHuumupyowmnin VPN-coeagmHeHue, T.e. no cyTm VPN-KIMEHT, NpOXOoAUT MNpOBeEpKY
NoASIMHHOCTM Ha oTBeyatoweMm cepsepe (VPN-cepBepe), a 3aTeM yXXe OTBeYalLWunii cepsep NpoxoanT
NpoBEpKY NOAMMHHOCTM Ha BbI3bIBAlOLWEM CepBepe C uenbio obecrnevyeHns B3aMMHON NPOBEPKWM MNoA-
JIMHHOCTM B3auUMOAENCTBYOLWNX CTOPOH (CM. PucyHok 3, PucyHok 4).
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Kpome Toro, Kpuntollpo IPsec nogaepxusaet NMpasuna v Monuntuku IPsec, 4Tto no3sondetr
CerMeHTMpoBaTb JIOKaNbHYI CETb Ha M30JIMPOBAHHbIE NIOrMYECKNE CETU C pa3HbIMU YpOBHAMU 6e30-
MacHoCTU. MOXHO B nmerowencss guan4eckorn cetn co3aaTb JIOTMYECKYH0, B KOTOPOWM KOMMbIOTEPbI By-
AyT ncnonb3osaTb 06wmin Habop npasun n NoanTMK 6esonacHoro obMeHa AaHHbIMK (CM. PucyHok 5).

PucyHok 5 Monutukm v npasuna IP-6e3onacHocTn

CeTb

KnioueBasn
cucrtema
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C Toukm 3peHus npaBwuna, nwbonm IP naker, noaxoAsiLiMi MO COBOKYMHOCTM KpUTEpUEB
(dbnnbTpoB) K A@HHOMY MpasBwuiy, Ao/KeH 6bITb 06paboTaH. EcTb 3 BapuaHTa 06paboTKu: NMpUMEHUTb
IPsec k nakeTty, 3abiokMpoBaTb UM MPONYCTUTb MakeT. TakuM o06pa3oM, CyLecTBYEeT BO3MOXHOCTb
ynpaBnsaTb TEM UM UHBIM TUMNOM Tpaduka C NMOMOLLbIO HAaCTPOMKM MpaBuf, YTO B pe3ysbTaTe NoO3BO-
NAET 3awWmilaTth ¢ noMollbio IPsec HeobxoamMMbIn Anana3oH IP nakeTos.

MepeyncneHHble Bbiwe cueHapun npumeHeHns Kpuntollpo IPsec ocHoBaHbl Ha HU3KOYypOBHE-
BOM («ceTeBon ypoBeHb» N23 mogenn OSI) npoTtokone IPsec. YTo ncknroyaetr Heob6xoanMocCTb BHece-
HUS N3MEHEHWIA B TOMOJIOMMIO CETU N B CYLLECTBYOLWME NPUIIOXKEHUS.

IPsec MOXHO yCcnoBHO pasfenuTb Ha Tpu rpynnbl npotokosnos. MNMepsas, IKE, oTBevaeT 3a Co-
rnacoBaHve nNapaMeTpoB WM BblpaboOTKy K/OYEBOM MHPOpMauMK, paboTaeT B pexume nonb3oBaTens
Ha TPaHCNOPTHOM YpPOBHE, UCMONb3YyeT ANns TpaHcnopTa npotokon UDP nopt 500 (4500 B cnyuyae
NAT-Traversal). Bropas rpynna, npotokonbl ESP n AH, obecneunBaeT 3alinTy HENOCPEACTBEHHO Ne-
peaaBaeMblX AAaHHbIX, HA OCHOBE NMapaMeTpoB M KJKOYen, NoslydeHHbIX Ha 3Tane pabotbl IKE, paboTa-
€T B pexumMme sigpa Ha CeTeBOM ypoBHe. M3 BTopol rpynnbl npoTtokonoB Kpuntollpo IPsec peanusyert
Tonbko npotokon ESP. MNpotokon IKE coaepxuT aBe da3bl paboThl. ®asa 1 npegHasHavyeHa ans op-
raHn3auum OCHOBbI A5 AafibHeNLWwero B3auMoAencTBMs, OHa cornacyeTt napameTpbl paboTbl NPOTOKO-
na IKE, BblpabaTtbiBaeT KJO4YEBOW MaTepuan Kpuntorpadpuyeckor 3aliuTbl AaHHbIX BJIOXEHUIA U
obecneunBaeT ayTeHTUPUKALUIO CTOPOH (OCHOBAHMEM MOASIMHHOCTU MOXET ObITb cepTudukaTt mnm
PSK, cM Huxe). lNMocne Toro Kak CTOpPOHbl MOATBEPAWAN CBOK MOASIMHHOCTb, dasza 1 cuuTaercs 3a-
BeplweHHoN. dasa 2 co3gaeTcs Ha ocHoBe das3bl 1 M NpegHa3HayeHa Ans BbipaboTKM cornacoBaH-
HbIX MapaMeTpoB W HOBOW K4YeBOM WHPOpMaumu ansa npotokon ESP, 3aBeplaeTcs co3gaHuem
IPsec SA. Ha ocHoBe oaHol da3bl 1, MoXeT 6bITb CO34aHO Heckonbko ¢a3 2. OgHa yCcnewHo 3aBep-
WeHHasa ¢asa 2 co3gaeT, no ymonydaHuto, aee IPsec SA (419 BXOAAWMX N NCXOAAWMX MAKETOB), OHU
cofepxaT BeCb Heob6xoAMMbIA HAabop NpaBui M Kpuntorpadunyecknx knwyern ans ob6paboTkm nakeTos
B paMkax npoTtokon ESP. Tpetbs rpynna npotokonoB L2TP n EAP-TLS, PEAP obecrneumBaeT KOH-
TPOJib pernameHTa NoAgKN4YaeMoro K cetu KaneHTa (nosb3oBartens).

CoepnHeHne no IPsec — ato 6e3onacHoe coegmMHeEHME TUNa To4YKa-To4dka. MNoaTomy Ans ycra-
HOBKW coeanHeHnsa no IPsec mexay nobbiMy ABYMSA yYaCTHUKaMW AOMXKHbI 6bITb yCNELWHO NponaeHbl
IKE da3bl 1 1 2 anga BbipaboTkm akTyanbHbiXx IPsec SA. lMocne 3toro, dasa 1 nepexoauT B peEXuM
oxuaaHusa, dasa 2 cuMmTaeTcs 3aBeplieHHOM K ocBoboxxaaeTtca ¢ nosiBneHmem IPsec SA. MNoka IPsec
SA aKkTyasnbHbl, coeanHeHue no IPsec moxeT 6biITb nCcnonb3oBaHo. C TedeHMeM BpeMeHU u Tpaduka,
IPsec SA MOryT yTpaTuUTb akTyanbHOCTb (Ktoum TpebyloT nepmoanyeckoro obHoBneHne), obHoOBNEHMEe
IPsec SA npoucxoauT aBTOMaTMYeCcku Npu NOBTOPHOM NpoxoxaeHun Hoson IKE dasbl 2 nam noaHoro
umkna 1 n 2 dasbl IKE, aHanornyHoro HavyanbHoOMy. pun MossBAEHUM HOBOrO yyacTHuUKa B ObMeHe,
KaXXabl AOSKEH YCTAHOBUTb C HUM OTAenbHoe coeanHeHne no IPsec, onMcaHHbIM Bbile obpa3om.

Ba>xHO MOMHWUTbL, 4YTO coeauHeHune no IPsec ABNAETCS WMHCTPYMEHTOM 3aluMTbl KaHana, Kak
TONIbKO KaHan yCTaHOBSEH, AaflbHeNwWwas normka paboTbl B KaHane 3aBUCUT OT UCMOSb3yEMbIX NPUN0-
XXEHUN N NPOTOKOSIOB TPAHCMNOPTHOIO U APYruUX YPOBHEN B3auMOAENCTBUA.
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4. CTpyKTYypa

CtpykTtypy Kpuntolpo IPsec cnegyeTr npeactaBnaTb Kak HaACTPOMKY Haj MexaHM3MamMu pea-
nusaumn IPsec B OC. PucyHok 6 nsobpaxaer cxeMy B3anMonencrems komrnoHeHToB Kpuntollpo IPsec
C KoMnoHeHTamMn OC. Bce KOMMNOHEHTbI, 3a uckauyeHnem Gunbtpa Kpuntollpo, BCTpOeHblI B peanu-
3aumnto IPsec OC n obecneydmBaloT BbIMOSIHEHME pacWwMpeHHoro ¢gyHkUunoHana. ®unbeTp Kpuntollpo
HaxoAWTCS Ha KaHanbHOM YpOBHEe W obecneuymBaeT AOMOMHUTENbHbIM KOHTPOSIb KOPPEKTHOCTU MpuU-
MeHeHUs WwundpoBaHnsa. B cnyyae npuMEHeHMs pexuMa MaHAATHOro wudpoBaHMa GUNbLTP Takxke
obecneunBaeT 6/10KMPOBKY BbiX0oAa B KaHan Bcex He3awundpoBaHHbIX NakeToB (MCKIOYEHNEM SABNS-
I0TCA nakeTbl 6a30BbiX ceTeBbix Cnyx6, Takmx kak DHCP, DNS, a takxe naketbl IKE n UDP nopt
4500 ans pabotbl IPsec B pexume NAT-Traversal).

PucyHok 6 Cxema B3anmopgeincreusa komnoHeHtoB Kpuntolpo IPsec n OC

KpunTollpo Kpuntollpo

CsP PKI
PSK
Policy SA KpunTtolpo
Management . * IKE
KpunTolpo
SADB
SPD
SADB Policy Engine
@opmMaThbl '\‘
AdHHBIX KpuntoMpo ESP CeTeBoi CUnLTp
KpunTollpo Kpunofpo AH dUALTP <4 KpunTolpo
IPSec ¢ oc
Hparisep

KpunTolpo CSP KAHAN
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5. KnwoyeBasa cucrema

Moa kntoueBon cuctemont Kpmuntollpo IPsec noHMMaeTcsa COBOKYMHOCTb AaHHbIX, HEO6X0AMMbIX
ONs ayTeHTUdUMKaUNM yyYacTHMKA, YCTaHaBaMBatwero coeamHeHne no IPsec. B 3To noHsATUE BXOAUT:
cepTudmkaTbl KOMMblOTEPaA M Nonb3oBaTens, PSK, nma nonb3oBatena u naposnb. Kntoyesas cucrema B
3aBUCUMOCTN OT BaAapWaHTOB MCMNO/b30BaHUS MOXET MpeacTaBnsiTb cO60M OorpaHUYeHHbIn Habop, Ha-
npumep, ToNbKo cepTudukaT KoMmnbloTepa mnm Tonbko PSK. [ns KOppeKTHOro pyHKUMOHWMPOBAHUSA
KJ1l0UEBOM CMCTEMbI TpebyeTca obecneunTb KaXaoMy y4acTHUKY obMeHa COOTBETCTBYOWME MEXAHU3-
Mbl MOJIYy4EHUS, XpaHEHUS, OOHOBMIEHNS, NCKIIIOYEHUS, yaalleHMs Ko4YeBoro matepuana. Ansa ceptum-
¢dukaToB 310 0becneumBaeTcsi BHeAPEHHOW MHMDPACTPYKTYpPO OTKPbITbIX Katoden. Ansg PSK — ytunn-
Ta genpsk M opraHusauMoHHble MeToabl. 19 MMeHW Nonb3oBaTeNns U Naponss — agMUHUCTPUpPOBaHMNE
y4YeTHbIX 3anucen nonb3osaTtenen B OC.

Mcnonb3oBaHWe TOro WAM MHOIO BapuvaHTa KJIlOYEBON CUCTEMbl 3aBUCUT OT Bblibopa peanusye-
MOro BapuaHTa Ucnonb3oBaHus. CneayeT pasnmyaTtbh cepTUdUKAT KOMMbOTEPA M NMOMb30BaTENS.

BapuaHT mncnonb3osaHms VPN npeanonaraeT HECKONIbKO BapWaHTOB K/KOUYEBbIX cucteM. llep-
BbIl BapuaHT (pPEKOMEHAYEeTCs): Hanmuume cepTuduKaTa KOMMbOTEpPaA U cepTUdmMKaTa nonb3oBaTtens,
aonyctumo obvegmHeHne cepTudmuKaTtoB B OAWH cepTudUKaT ABOMHOIO Ha3HadeHUs KOMMbloTeEpa-
nonb3osatens. CepTudukaTt KoMnbloTepa Heobxoamm aAna ayteHTudukaumm B pamkax IKE, ceptudu-
KaT nonb3oBaTtensa Ans ayTeHTUdUKauMKM nosb3oBaTens Ha yaasieHHOM cepBepe. B 3ToM BapuaHTe,
cepBepy HE06X0AMMO UMETb TONbLKO cepTUdUKaT KoMnbioTepa. Mpu 3ToM MHOPaCTPyKTypa OTKPbITbIX
kntoden (MOK) aomxHa HaxXoAUTbCHA Kak BHYTPU CETU, TaK U CHapyxu. BTopon BapmaHT (BO3MOXEH):
ncnonb3oBaHne PSK 1 yyeTHON 3anmcy nonb3oBaTens (CMMBOJIbHbIE MMSA MONb30BaTeNs U naponb). B
3TOM cnydae, PSK mncnonb3dyetcsa ans ayteHTudukaumm B pamkax IKE, nma nonb3oBaTens u naposb
ANg ayTeHTUdUKaLMM nonb3oBaTens Ha yaaneHHOM cepBepe. B cnyyae ucnonb3oBaHusa PSK ans ay-
TeHTUdMKaUMN MaWunH nonb3oBaTtens B pamkax IKE, TpebyoTca AONOAHUTENbHbIE OpraHM3auMoHHbIe
Mepbl 3alMTbl B Cllydae CTauMOHapHbIX KOMMNbIOTEPOB. B cnyyae MOGUNBbHbBIX KOMMLIOTEPOB, AAHHbIN
BApMaHT He PEeKOMEHAYEeTCA K MCMOoSib30BaHW, BBUAY MOBbILLEHHON BEPOATHOCTM KOMMpPOMEeTauuu
PSK.

BapuaHT ucnonb3oBaHusa Site-to-site VPN npeanonaraeTt uncnonb3osBaHue PSK 1 y4yeTHbIX 3a-
nucen cepesepoB (CMMBOJIbHbIE MMSA MONb30BaTeNs M Naposib). Tak Kak AaHHbIM BapuaHT MCNosb3yeT
coeanHeHne no IPsec ncknounTenbHO Mexay cepBepaMun, TO, Kak Npaswnio, He TpebyoTcs AOMONHU-
TeNbHble OpraHuU3auuoHHble Mepbl NO npeaoTBpawleHnto HCA, u cepBepa HaxoAsTCs B ONepaTUBHOM
AO0CTyne aaAMUHUCTpaTopa. TakmMm obpa3oM, A4OCTAaTOYHO NPOMNTM Npoueaypy aytTeHTudukaummn no PSK
B pamkax IKE un ayTeHTUdMKauMO NO MMEHU MOMb30BaTeNsS M Naposko cepBepa MHMLMaToOpa Ha yaa-
NeHHOM cepBepe. Benay 060CHOBaHHOM MPOCTOTbI, AaHHAs K/loyeBasi CUCTeMa pekoMeHAYeTCs K UC-
nosib3oBaHuIO nNpu Site-to-site VPN.

BapuaHT mncnonb3oBaHuna M3onauma goMeHa npeanonaraeT MCrnosib3oBaHWe MHAMPACTPYKTYpbl
OTKPbITbIX Kouen BHYTPW AOMEHa. B aTOM BapunaHTe, BCE Y4YaCTHUKM AOMEHA AOJ/IXXHbl UMETb CEPTU-
dukaT KoMnbloTepa AN ayTeHTudukaumm B pamkax IKE, ayTeHTudwukaums B AoMeHe NpoMCXoauT
WTATHbIMN CpeACTBaMM AAaHHOIMO AOMEHa M He BKo4YaeTcsa B TpeboBaHMA K Kato4veBol cucteme Kpun-
Tolpo IPsec.

5.1. Pre-Shared Key

FeHepauusi, pacrnpocTpaHeHne, NnaHoBas CXxema U AelcTBMa Npu KomnpomeTaumm PSK onpe-
NEeNsTCsa YCTAHOBNEHHbIM PErnaMeHToM.

Ona reHepauun Kpuntolpo PSK npumeHsieTcs ytunuta Genpsk. YTunurta peanusoBaHa B Buae
ncnonHaemoro danna «genpsk.exe». [1nsa ee 3anycka, nocne ycraHoskm Kpuntollpo IPsec, Heob6xo-
AOVMO BbINOAHUTE CNeAYIOWY KOMaHAay:

[nyTb]lgenpsk [<komaHpaa> [<onuun>]]

-nNyTb - nyTb K MeCTOopacnosIoXeHNIO nporpammbi (no YMOSIYaHUIO
"%ProgramFiles%\Crypto Pro\IPsec\");

-genpsk - vmMa ncnonHsiemoro danna;
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-KOMaHpAa - OA4Ha U3 A0MYCTMMbIX KOMaHA:
-f GenPSK - reHepauusa PSK;
-f CreateBasePSK - reHepauns 3aKpbITOro Kaw4a;
-f DeleteBasePSK - yganeHue 3aKpbITOro KJjwua;
-f chkpsk - npoBepka PSK;

-onuMmn — NnapaMmeTpbl KOMaHAbl;

Ona dopmupoBanmsa PSK 3anyck yTuanTel nponssBoanTtcs ¢ napametpom -f GenPSK:

[-f GenPSK] [-n <PSKId>] [-D <NetName>] [-d <FilePath>] [-v <Version>] [-P
<PrintType>] [-S <on/off>] [-m <PSK time to live>] [-N <Statoins List>]

-n <PSKId> -NaeHtndunkatop PSK

-D <NetName> -Ums cetTn cBa3un (HanpasneHus ces3n). Kpome Toro, Mcnonb3y-
€TCA KaK 3arojioBoK rnpuv ne4yaTtu K104 EeNn

-d <FilePath> -MyTb Kk dannam pes3ynbTUPYHOWMX CIOUCKOB KYen. [osKeH

3aBepliaTtbcs cMMBOIOM '/'. nonHble nMeHa dannos: FilePath|NetName_0, FilePath|NetName_1. Ecnu
OTCYTCTBYET, TO ne4yaTtb B daiibl He MPOM3BOANTCS

-v <Version> -Bepcuna PSK. Ecnmn He 3apaH, TO B Ka4yecTBe BepCUMM UCMOMb3Y-
eTcsa cay4yarHoe 4yncno
-P <PrintType> -®opma BblBOAA Ha nevaThb:

e o npu3Haky "Net" ocywecTensietcs nedatb PSK B AByX 4acTax;
e o npu3sHaky "CMAK" - eAVHbIM MacCUBOM.

-S <on/off> -Ecnun yctaHoBneH, To NpoM3BOAUTCA Bblgada Ha dKpaH
-m <PSK time to live> -Cpok geicteus PSK B Mecsuax (He 6onee 6 mecsiueB)
-N <Statoins List> -Crnncok y3noB CBSA3U

lpumep:

genpsk -D TestNet -n 02.06.11 -v 2 -m 6 -f GenPSK -P CMAK -S -N ForOffice ForClient

02.06.11,ForOffice, FPHOOHEKY2 WDWPR1WZ2VLAZD603C1
02.06.11,ForClient, UKUX0QYGM52EPPEPG5HZ09URUU4 1

PSK pgencreutenbHbl go 01.12.11

Ona co3gaHma PSK MOXeT 6biTb MCMOMIb30BaH KOHTEMHEp 3aKpbITOro kawuya. lNpumeHeHune
KOHTEelHepa yrnpoLwaeT reHepaumnto M COXpaHsSeT BO3MOXHOCTb pacwunpeHunsa cnmcka PSK 6e3 nepere-
Hepauun Bcex PSK.

[-f GenPSK] [-n <PSKId>] [-D <NetName>] [-d <FilePath>] [-v <Version>] [-P
<PrintType>] [-S <on/off>] [-m <time to live>] [-k <Container>] [-p <PIN>] [-N
<Statoins List>]

-k <Container> -Nms kno4eBOro KOHTEHepa, MCMOb3YOWEerocss Kak XxpaHuin-
e Kaw4a

-p <PIN> -NMaponb (PIN) Ha kNto4YEBOM KOHTENHEP

lMpumep:

genpsk -D TestNet -n 02.06.11 -f GenPSK -k MainCont -p 123456 -m 6 -P CMAK -S -N
ForOffice ForClient
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02.06.11,ForOffice, DH8BPT8XA40HYCX8FXPM87FWRM5H
02.06.11,ForClient, GAAYM6ETF10ZUC2Z9LQFWRVD3TBH

PSK pencreutensHbl go 01.12.11

Ona co3pgaHusa KOHTeWMHepa 3akpbiToro knwda, Genpsk 3anyckaerca ¢ napametpom -—f
CreateBasePSK:

[-f CreateBasePSK] [-k <Container>] [-p <PIN>] [-m <time to live>]

-k <Container> - NIma kno4yeBOro KoOHTEMHepa, WUCMONb3YIOWErocs Kak XpaHu-
nvue Kya;

-p <PIN> -NMaponb (PIN) Ha KNtO4YEBO KOHTENHEP;

lpumep:

genpsk -D TestNet -n 02.06.11 -f CreateBasePSK -k MainCont -p 123456 -m 6

Ona yaaneHus KOHTeWHepa 3akpbiToro knw4da, Genpsk 3anyckaetcs ¢ napametpom -—f
DeleteBasePSK

[-f DeleteBasePSK] [-k <Container>] [-p <PIN>] [-m <time to live>]

lNpumep:
genpsk -f DeleteBasePSK -k MainCont -p 123456

Ons npoBepkn PSK Genpsk HyxHO 3anyctutb ¢ napametpom —f chkpsk

[-f chkpsk] [-n <PSKId>] [-D <NetName>] [-v <Version>] [-K < checking PSK>] [-
N <Statoins List>]

-K < checking PSK> -3Ha4dyeHune npoeepsaemoro PSK;

lpumep:
genpsk -n 02.06.11 -D TestNet -v 2 -f chkpsk -K FPH9OHEKY2WDWPR1W2VLAZD603C1 -N
ForOffice

PSK FPHOOHEKY2WDWPR1WZ2VLAZD603C1 OK, TTL_EXPIRED: UTC Fri Dec 01 00:00:00
2011

5.2. CepTundukaTbl OTKPbITOro KaK4a
3anpoc, BbINyCK, pacnpocTpaHeHwe, niaHoBas cxema cepTUdUKaTOB M AENCTBUMA NPU KOM-
npoMeTaunm onpeaenstoTcs ycTtaHoBAeHHbIMK pernameHtamm MOK (YLU) B UC.

Bce CepTVI(bVIKaTbI AOJIKHbl COOTBETCTBOBATb CTaHAAPTY X.509, KpoMe TOro, B 3aBMCMMOCTU OT
Ha3Ha4eHn4a K cemechKaTy npeabaBAATCA AONONTHUTENbHbIE TDGGOBaHMﬂ.

Ceptucpukarbl IPsec (ayreHTupmukauma komnbrorepa B IKE) AO/IKHbI YAOBNETBOPATb
cneayowmm TpeboBaHUAM:

e HaxOAWTbCS B JINYHOM XPaHWUIULLE KOMMbIHTEPA C MPUBSA3KOM K 3aKpbITOMY K4y (CM.
PucyHok 7);

e ObITb gencrTBuTenbHbIMU (CM. PucyHok 8 );

e coaepxaTb HasHadyeHune «IKE-nocpepHuk IP-6e3onacHoctu» (1.3.6.1.5.5.8.2.2) (cm.
PucyHok 9 );
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coaepxaTtb HasHaudeHume kntoda («Key Usage» OID 2.5.29.15) «Uudposaa noanmcb» (cM.
PucyHok 10 );
coaepxaTtb OTKpbITbIN kntoy TOCT P 34.10-2001, ans KOTOPOro MMeeTCs COOTBETCTBYOLW NI

KOHTEMHep 3aKpbiTOro K/o4Ya KOMMbIOTEPA C K3WMPOBAHHLIM NaposieM mau 6e3 napons
(cM. PucyHok 11 ).

CeptndunkaTbl MOryT MNPUMEHSATLCS MPWM MNpPOBEpPKE MNOAJIMHHOCTM nonb3oBatrensa B VPN-
NOAKAKYEHUAX, C UCNONb30BaHMEM NpoTokonoB EAP-TLS, PEAP. B 3aBUCMMOCTU OT TuMa MpoOBepKu
NOASIMHHOCTM, HAaCTPOEHHOro A4S MeToAa NPOBEPKM MOAMHHOCTU, cepTUdUKaTbl UCNOMb3YHTCA 4SS
NpoBepKM NOASIMHHOCTU KJIMEHTa U cepBepa W/n TOJIbKO cepBepa.

Ceptucdmkartbl ayTeHTUPUKALNN KJIMEHTa AO0J/)KHbl YAOBNETBOPATb C/ieayoumuMm Tpe-
6oBaHunAM:

HaxoAuTbCS B JIMYHOM XPaHWINLLE NOJMIb30BaTENA C NPUBSA3KOM K 3aKPbITOMY KUY ;
ObITb AENCTBUTENBbHbLIMU;

copepxxaTb HazHavyeHue «lMpoBepka NOANIMHHOCTM kKnneHTa» (1.3.6.1.5.5.7.3.2);
coaepxxaTb HasHadeHue knova («Key Usage» OID 2.5.29.15) «Uudposas noanmcb» (CM.
PucyHok 10 );

cogepxaTtb OTKpbITbIN Koy TOCT P 34.10-2001, ons KOTOPOro MMeeTCcs COOTBETCTBYIOLW NI
KOHTEeNHep 3aKpbITOro Kj4a nosib3oBaTtesis C K3LWWPOBaHHbLIM naposieM nnm 6e3 napons.

Ceptndukartbl ayteHTUPUKALUN cepBepa AO/DKHbI YAOB/IETBOPSATb CeayrouwmuMm Tpe-
6oBaHuAM:

HaxoAWUTbCS B NIMYHOM XPaHW/MLIE KOMMbIOTEPA C MNPUBA3KOM K 3aKPbITOMY K/HOYYy KOM-
nbloTepa;

6bITb AENCTBUTENbHDbI;
coaepxaTb HazHauyeHue «lMpoBepka NOAIMHHOCTK cepBepa>» (1.3.6.1.5.5.7.3.1);

cogepXaTb Ha3zHaudeHue knoda («Key Usage» OID 2.5.29.15) «Undposas nognucb» (CM.
PucyHok 10 );

coaepxaTtb OTKpbITbIN Koy FTOCT P 34.10-2001, ons KOTOPOro MMeeTcs COOTBETCTBYOLW M
KOHTEMHEpP 3aKpbITOro Kja4Ya KOMNbIOTEPA C K3WMPOBaHHbIM naponem mnm 6e3 napons.

BO3MOXHO MUCMoOsib30BaHMe CMapT-KapT An4a XpaHeHUA Kto4en aYTEHTI/ICbVIKaLI,VIVI nosb3oBaTe-

ns.

Ceptndumkartbl ayTeHTU(PUKALMUN NO CMapT-KapTe AOJKHbl YAOBNETBOPATb clepylo-
wuMm Tpeb6oBaHnAM:

Haxo4UTbCA B KOHTEMHepe No yMos4YaHUo Ha oaHoM n3 nogaepxumsaemblix Kpuntollpo CSP
CMapT-KapTe NMoAKMOUYEHHON K NoAAEPXMBAEMOMY CYUTbIBATENIO;

O6bITb AENCTBUTENbHDbI;
coAepxaTb Ha3zHayeHne «Bxopn co cMapT-kapTon>» (1.3.6.1.4.1.311.20.2.2.);

cogepxkaTb HasHaudeHue knwda («Key Usage» OID 2.5.29.15) «Uundposas nognucb» (cCM.
PucyHok 10 );

coaepxatb OTKpbITbI kntod FTOCT P 34.10-2001.

MpM MCNONb30BaHMM OAHOrO cepTudKKaT ANA pPasHbIX Ha3zHayeHWn TpeboBaHUA K HEMY CO-
BMelLaTCs.
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PucyHok 7 CepTudukaT B JIMHHOM XpPaHUIMLLE KOMNblOTEpa

FEoHoone  fenctewe  Bug  MsbpanHoe  OkHO  Crpaeka

- | AE R XFR @

|:| KopeHE KOHCOMM | Fomy BelgaH  f | F.emM BblAaH
- Ceprrdmiats! - Terywni nonssos: | [Zlisa31. Fiial.net CAfilial
El@ CepTHEHEATE (NOKENEHEIR KOMMBH

Ell:l NMHHHEIE

----- 5] CeprrdmisaTel

| COCTAE I My TE CERTHHK ALK I

=-:1 Ceenenunn o cepTrdrkaTe

IToT cepTUdMKAT NPEAHAZHAYAETCA ANA:

*[103E0NAET HENONBS0EATE FAWHWEHHEIE NOAKIHHEHHA
Jepes MHTepHET

Komy Beigan:  isadl.filial. net
KeM BblgaH: afilial

AercTEMTENEH © 28.01.2011 no 02.12.2011

@ ECTh ZAKPRITRIA KNHIY, COOTBETCTEYHILLMA STOMY CERTHRMEATY.
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PucyHok 8 [leiicTBUTENbHbIA cepTudukar

KoHoone  JercTEME  Bua  MsOpaHHoe  OkHo  CRpaBka
&= | EmE B XER @ E

Lh ) = .
i KopeHb KoHconK, CepTHrKaThl {N0KaNbHBIA KOMNBHTEP ) IHYHEIE

I:l FopeHe KoHCOMH KoMy BblgaH Femn sx1aaH
@ CepTHdHKaTe! - TekyU C.ﬁ.-:r';.-'pt External
El@ CepTHdHKaTel (nokan cacrypt.crypt.net Chcrypt
SR
L L. CepTHdwKkaTHI

G

OfWME I Coctag | [1YTh CEPTHHMKALHH |

My T CEPTHEHIEALMH

External
Zacrypk
i =] cacrypt.crypt.net

MEp@cHomR CEpTHpHEaTS

COCTOAHHME CEpTHMIKATS!

S3TOT CEpTHRMEAT ABHCTEMTENEH,

16



XKTAN.00074-01 90 02. Kpuntollpo IPsec. PykoBoACTBO aAMUHMUCTpaTopa 6e3onacHoCcTu

PucyHok 9 Ceptudpmkara IPsec «YnyuylweHHbIA KAO4Y>»

&' CepTrivKaTh

@ EoHoone  fdedcTEMe  BWa  CKHO  COpaBka
= | BHE 4B XEFR 2E

D F.opeHs KoHConmM Famy BelAaH  / | HazHa4eHr
@ CepTHikicaTe! - Terywi nonesosatent | [2dradius fiial.net  IKE-nocpe,
= @ CepTrdwicaTe! {nokansHer korneroTep) | [Zradios fiidl.net  Mpoeepka
El D NMer4HEIE
LB D PeecTp
----- L A5 CepThdmEaTel

OBWwme | C I MMy Th CEPTHEMEALMM I
MokazaTte: I <Bre= j
Mone | SHa4EHHE |:|

CBE.ﬂ.EHHﬂ 0 wabnoHe cepT... Wabnon=E05T_IPSEC(L,3.6....

.'.‘-"J'I';.-"-ILIJEHHbIH KnHY
.HDHHTHKH MEHMEHEHKA

Hﬂ.EHTHdJHKaTDD KNHOHA UE. .
Tu:n-um pACMpOCTRAHEHKA O, ..
.,ﬂ,DET':.-'I'I ¥ MHOPMALLMH O LE. ..

,ﬂ,nnnnHHTeanDe HMA 0L,

DMS-mma=radius, filial net

MaeHTHHEaTOp KNHo4a=11 c...
[1]To4ka pacnpocTREHEHKA ¢, ..
[1]A0cTvn K CERABHHAM LLEHT. ..
IKE-nocpe AHHE IP-Be30nacHo, ..
[1INankTHES cepTrHdMEaTa M. ..

..ﬁ.nerHTM OTMAEYATES shal - |

IKE-nocpe AR IP-GesonacHocTi (1.3.6.1.5.5.8.2.2)

CEOHCTEA. .. KonHpoBaTe & qann. .. |
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PucyHok 10 Ceptucgukara IPsec «MMcnonbsoBaHue karo4ya»

Ofme  COCTEE ||-|';.-'Tb- CEPTHRHESLHH I

MokazaTte: Ic:Eh:e:b j
[Mone | SHAYEHHE | ﬂ
E,ﬂ,eﬁcTBHTEHEH no 2 pekabpa 2011 r, 13:33:45
EC';.-‘E'I;EKT DCz2.crypk.net

EOTKpblTblﬁ KIHIY MOCT P34, 10-2001 (512 Bits)
ecna aH 043 Umibpogan nognkce, Wkdpos, .,
%] BozmomHOCTH SMIME [1]EozmMoMHOCTH SMIME: Mae. ..
HﬂEHTHdJHKaTDD knHdacy,,, 23 3F04baSech 97 bad4s 25 ..,
CBE..'J.EHHH o wabnoHe cept..,  WabnoH=G05T_IPSEC(1.3.6....
Mﬂ.EHTHd::HKaTDp KNHYa ue,..  MaeHTHbKMKAaTOp KNida=6a 5. .. ;I

Uudposan noanuce, Wndposatke knioder (al)

CEOHCTEA. .. KonHMpoOEaTE B dann. .. |
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PucyHok 11 KawmpoBaHMe nNapona Ha KOHTeMHep 3aKpbITOro Kato4a

KpunTolpo CSP x|

AononHKITENEHD I ANropHTHBl I BesonacHoCTE | Winlogon |
QAL HE I CAopy A0EaHHE CEpEHC

KOHTEMHED ZAKPEITOMD KN4
SITH MaCTEpa NO3E0NAHT NPOTECTHPOEATE, CKOMMPOEATE MK
Y AANMTE KOHTEMHED 38KOBITORD KOHIYa C HOCHTERA,

[poTecTHPOEATE. .. I CKONMpPOEaTE... ¥AaniTe...

TecTHpOBAHWE KOHTERHEDA 3 X|

KoHTEeHHEp 3aKpBITOro KNHYa
BEEAMTE MMM YEAHHTE KOHTEHHED 3aKPEITOMD KNHYa, KOTOPEIH HE0B:0 AHMO g

NPOTECTHRPOEATE

MIMA KAHYEE0rD KOHTEHHERA!
REGISTRY10997d5a0-d57 a-40e4-367 a-269659a1 1 1FF QAz0p.. . |

BE&AEHHDE MMA 3343ET KNHIHEEOH KOHTERHED: Mo cepTHEHKaTY ... |
(8 [onezoEaTEnA
g FoMneraTepa

BribepHTe CSP ANA NoMcka KNHYeER KOHTEHHEDOE:
ICryptl:u-F‘r-:u G25T R 34, 10-2001 Cryptographic Service Provider j

KpunTollpo CSP x|
. 0:09:35
?j EEeAHTE Naponke ANA KOHTEHHERS [oToED I OTHEHS
W=

= "0997d5a0-d57 a-40e4-8673-269659a1 1 1FF"

EM

omera_|
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6. YnpasneHue

YnpasneHune Kpuntollpo IPsec Bkno4yaeT B cebsa yCTaHOBKY, (DYHKUMM NMEPBUYHON, CcTaTu4e-
CKOM N ANHAMMYECKOMN HAaCTPOMKM N MOHUTOPUHT.

Moa nmepBMYHOM HACTPOMKOM NMOHMMaeTCcs HacTponka IPsec cpeactsamu OC, He BKKOYaOLLEN
noHsatus Kpuntollpo IPsec. MNpeanonaraercs, 4To aAMMHUCTPATOP NPOBOAUT AAaHHYI HACTPOWKY ca-
MOCTOSATENbHO, A0 ycTaHoBkKM KpunTolpo IPsec, Ha ocHoBe 3HaHui 06 IPsec B OC.

CraTnyeckasl HacTpolka siBnsietca HabopoM HeusMeHsieMblX Mpu akTUBHOM paboTe napamert-
poB Kpuntollpo IPsec, ctoga Bknto4daeTcs Habop nmapaMeTpoB ajirOPpMTMOB M cnocob ayTeHTudmkaumu.

OnHammnueckas HacTpolika siBnseTcss HabopoM M3MeHsieMbiX B npouecce paboTbl NapamMeTpoB.
Crofa BK/OYEHO yrNpaBieHne MaHAaTHbIM WN@pPOBaHMEM U yNpaBJieHNE NINLEH3NEN.

B MOHUTOPUHI MOMUMO CpeacTB MOHUTOpUHra IPsec B OC, BKAOYEHO NpPUNOXEHWe Ans npo-
cMoTpa obulero coctosdHus Kpuntollpo IPsec, vHdopMauum o6 owmnbkax U COCTOSSHME COEAMHEHUN
KpunTtollpo IPsec ("%ProgramFiles%\Crypto Pro\IPsec\cp_ipsec_info.exe").

20



XKTAN.00074-01 90 02. Kpuntollpo IPsec. PykoBoACTBO aAMUHMUCTpaTopa 6e3onacHoCcTu

7. YCcTaHoOBKaA

7.1. TlocnepoBaTefnibHOCTb wWaroB no ycraHoBke Kpuntollpo IPsec ¢ aucka

Ona Toro uytobbl yctaHoBuTb Kpuntollpo IPsec, 3anyctute yctaHoBky MSI nakeTa, pacnosno-
XXEHHOr0 Ha KoMnakT-aucke. locne KopoTKMX NOArOTOBUTENbHbBIX MPOLUEeAYp Ha 3KpaHe NOosABUTCH OK-
HO MacTepa ycTaHoBKK (cM. PucyHok 12). Haxmute kHonky [danee.

PucyHok 12. Macrep yctaHoBku Kpuntollpo IPsec

iz KpunTolpo IPsec x|

Bac npveeTcreyeT nporparmma Installshield Wizard
Aana Kpuntollpo IPsec

MNporpavma InskallShisld(R) Wizard BEINGAHKT YoTaHOBKY
FEpunTolpo IPsec 1.0,03%4 Ha koMneoTep, AnA
NpPoAONKEHHA HaKMHTE KHOoMKy " Janes”,

MPEAYTIPEM AEHME: JaHHaA NporpamMMa 3aWMuLLeHa 2akoHaMH
00 SETOPCKMX NPaBax M MEXLYHAPOAHEIMH COMNALWEHHAMH,

Kpuntolipo IPsec

OTHEHS |

B cnepyrouweM oKkHe MacTepa YCTaHOBKW 03HaKOMbTEChb C JIMLLEH3MOHHbLIM COrjlalleHneM Ha uc-
nonb3oBaHne Kpuntollpo IPsec. Ecnn Bbl cornacHbl cO BCEMM MNYHKTaMu cornaweHus, BblaenuTte
NYHKT S NPUHUMal0 YCNOBUSA JIMLLIEH3UOHHOIO corsawleHus, n Haxmmte danee (cMm. PucyHok
13).

= Hazan
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PucyHok 13. JInyeH3nMoOHHOE cornaweHue Ha ucnosibzosaHme Kpunrtollpo IPsec

i';?l‘ Kpvntollpo IPsec ﬂ
NYUYEHIWMOHHOE COrNAWEHHE

HDH{EJ'I':."I:iCTEI_, EHHMATENEHD NPOYTHTE CNEAYHIWEE NHMUEHSZHMOHHOE
COr naeH4e,

BHWMATENEHD O3HAROMBTECE © NMMUEHIWMOHHBIM &
COMMAWEHKMEM HA MCNONESOBAHME M3AENMA

NAUWEH3WOHHOE COrnaWEHHE

1. TepMHHElI H ONpedensHa,

1.1, HactoAuwees MHUEHIHMOHHOR cormaWedHke ABNAeTCA abwerd adepTol
Q00 "KprnTo-Npo" W NoneI0BaTeneM - GHIMHECKHM HIH
HIPHAHYECKHM NHU oM, HacToAwee NMHUEHSHOHHOE COrMalleHHe B
CrYy4Yae coOrMacHsA, Eblpa%eHHOrD B hopMe MOAYaHHA B TEYEHHE 7

___ [

i« ,-"-'l OPHHHUMAaRD YCNOBKMA NHULEHSHOHHOr O EDFJ’IEILIJEHHHE

O H He NEPHHHMARD YCNOEHA AHULEHZHOHHOMD COr NALLEHHA

= Hazaa I Hdanee = I OTHEHS

lMocne HaxaTma KHoMku [lanee nporpamma yCcTaHOBKM OTobpasuT guanorosoe okHo (cM. Pu-
CYHOK 14), raoe Heobxoaumo BbibpaTb Bua yctaHoBku. Kpuntollpo IPsec onpepensieT aoBa BmMaa ycra-
HOBKW: MOJIHas M BblbopoyHas. Mcnonb3oBaHMe BbIGOPOYHON YCTAaHOBKW MO3BONSIET CMEHUTb Namnky
A1 YCTaHOBKM.
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PucyHok 14. Bupg yctraHoBku Kpuntollpo IPsec

i'é'a Kpvntollpo IFsec El

BuA ¥yCTaHOBKMH

BbIEDD HaHbonee Noax0AAULErD EMAS YCTAHOEKH,

BrI0epHTE BMA YCTAHOEKH,

By Ay T YCTaHOBENEHE! BCE KOMMOHEHTE! NPOrPaMMel. (TpedveTcA
AonkblIE BCErD MECTA Ha AHCKE, )

" Brifiopounan

BriGop HEOOXOAMMER: KOMNOHEHTOE NPOrpamtel M Nankk, &
KOTOPOH OHK By Ay T YCTaHOBNEHE!, PacciMTaHa Ha anbITHEIX
MoneS0EaTENEH,

= Hazan I danee = I OTHEHS

Cneaytoulee OKHO MacTepa CNYyXWUT AN MNOATBEPXAEHMS YCTaHOBKW. [pu Heo6xoamMMocTu
MO>XHO BEPHYTbCS Ha3ad U NepeonpeaenuTb NapaMeTpbl YCTaHOBKMU.

Ona yctanHoBkn Kpuntollpo IPsec Heob6xoammo Hanuume koMmnoHeHToB Kpuntollpo CSP un
«KpuntonpoBangep ypoBHsa sapa OC». Ecnm gaHHble KOMMOHEHTbl OTCYTCTBYHOT, TO NPOAO/IXKUTL yC-
TaHoBKy KpunTtollpo IPsec 6yaeT Henb3s. B Tom cnyyae ans 1oro, ytobbl aBTOMaTMYECKM YCTAaHOBUTL
JaHHble KOMMNOHEHTbI, ciegyeT HaxaTb Ha KHonky HacTtpoutb Kpuntolpo CSP (cM. PucyHok 15).
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PucyHok 15. YcTaHOBKa OTCYTCTBYHOLWMNX KOMNOoHeHTOB KpunTtollpo CSP

i'é'a Kpvntollpo IFsec El

FoOTOBa K ¥CTAHOBKE NPOrpaMMbl

MporpamMMa roToES K HEHany YCTaHoEKH,

HaswmmTe kHomky "¥CTaHoEMTE", 4ToBEI HAYATE YCTAHOBKY,

Y700k NPOCMOTRETE MK MEMEHHMTE NapaMETPEl YCTAHOBKH, HaMHTE KHoNKy "Haszaa",
HammHTe KHonEY "OTHEHa" ANA BbIX0Aa W3 MNparpatiel,

~HacTpofka KpunTollpo CS5P
ANA NPoAOMHEHHA YCTAHOBKH HEODX04MMD HanMHHE KOMIOHEHTOE KprunTollpo TSP
"COBMECTHMOCTE C NpOAYKTaMH Mickosaft” W "KpHnTonpoEaiaep ypoeHA Aapa OC",
HammHTe KHonky "HacTpomMTe KprnTolpo CSP..." ANA Toro, 4Tobkl SETOMATHHECKH
WCTEHOBHTE HEAOCTAHIWHE KOMMNOHEHTE,

= Hazan | YETAHOEMTE | OTHEHS |

Ecnn Bce Heobxoammblie komnoHeHTbl KpunTtolpo CSP ycTaHOBNEHbI, TO ANS NOATBEPXAEHUS
yctaHoBkn Kpuntollpo IPsec HaxmuTe KHOMKy YcTaHOBUTb (CM.PUCyHOK 16).

PucyHok 16. NMoaTBep>kaeHUe yCTaHOBKMU

i'él KpunTollpo IPsec 5'

MNoToBa K YCTAaHOBKE MPpOrpamMMbl

Mporparka FoToBS K HSYany YoTaHoEKH.,

HammHTe KHONEY “¥CTAHOEMTE", 4TO0RI HAYATE YCTAHOBKY,

Yrofkl NPOCHOTRETE HAK M3MEHKTE MNapaMeT PRl YCTAHOEKH, HasMHTE KHoMkyY "Hazaa",
HammHTe KHONEY "OTHMEHA" ANA BRIX0AS M3 MPOrpatiel,

= Hazaa ¥ETAHOEHTE

lMocne BbINOSIHEHMSA BCEX OMMCAHHbLIX LWIAroB Mactep npousseneT yctraHoBky KpunTtollpo IPsec,
COMpoBOXAasi CBOW AENCTBUS KOMMeHTapusaMn. Mo OKOHYaHUKM yCTaHOBKM 6yaeT oTobpaxkeHO OKHO C
NoATBEPXAEHMEM YCMeLlHON YyCTaHOBKU, rae HeobxoanMo HaxaTb KHonky FoTtoBo. Ecnu Ha AaHHOM
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3Tane NosBUTCS OKHO C cooblieHneM 0 HeobxoAMMOCTM nepe3arpysku KOMMblTepa, nepesarpysute
ero.

7.2. HacTtponka napaMeTpoB (punbTpa gpaneepa
3anyctute npuioxeHue cp_ipsec_info oT MMeHW agMMHUCTpaTopa. locne 3anycka B NpaBoM
HUXXHEM yriy 3KpaHa nosgsutcsa 3Hadyok Kpuntollpo IPsec.
Ha>xMnTe Ha 3Hauok Kpuntollpo IPsec. B oTKpbIBLLEMCS OKHE MOSIBATCS COObLLEeHMs O cTaTyce
paboTbl ApanBepa IPsec n dunbTpa apaneepa.

PucyHok 17. CraTtycbl pa6boTbl ApaiBepoB
K.oHCONE (NOKE3ETE)

IPsec apalieep: paboTaeT
DUNeTp Apalieep: paboTaeT (TonkKD NPOBEPKE)

DUNETPaUMA NaKETOE 4
HacTpolika NnapaMeTpos »
Brixoa
wr
HacrpouTs...

Mpn HopManbHOW paboTe apanBepa IPsec nossnseTcsa coobuieHne «IPsec ppariBep: pabora-
eT». B cnyuyae ecnu nosensetcsa coobueHmne «IPsec apaneep: HE paboTtaet», npoBepbTe, XBaTaeT /N
naMmsaTn Ans MaKCMManbHOMO YMcna 3anyweHHbix Bamm ESP-ceccuin, nHaue gpaneep He yCTaHOBJEH.

dunbTp apariBep obecneumBaeT GuabTpauno Bcex ucxoasawmx IPv4 nakeTtoB, a TakXe BO3-
MOXHOCTb UCKIIOUEHNS 13 hunbTpaunm NakeToB nepeagasaembix No npotokonam UDP 500, UDP 4500,
DHCP, SMB, DNS, Kerberos.

Ecnu dunbTpaumns naketoB dunbLTp ApariBepoM OTKAKOYEeHa, cTtaTyc dunbTp ApaviBepa byaet
«DunbTp ApariBep: paboTaeT (ToNbKO NpoBepKka)». B TakOM COCTOSIHUM OH MPOBEPSIET TOJIbKO UCXO-
aawme ESP-nakeTbl, o6pabaTbiBaeMblie ¢ noMoublo anropmtma wudposaHma NOCT 28147-89, 6noku-
pYET UX, ecnin NpoBepKa He npoLuna, octasjbHble nakeTbl GUALTP MPONyCKaeT.

Ons 3aWmTbl KOHGUAEHUMaNnbHON nHdopMaunm HeobxoaMMo BKIKOUNTE PUAbTPaUMIoO NakeTos.
Mpu atom dunbTp 6yaeT npoBepsaTb ucxoaawme ESP-nakeTtbl, ob6pabaTbiBaeMble C MOMOLbLIO anro-
putMa wndposaHus NOCT 28147-89, 6noknupoBaTb UX, €CIK npoBepka He mpowna, n 6n1okmposaTtb
BCE OCTalibHble NaKeTbl (KpOMe NUCKITIIOYEHUN, CM. HUXeE).

BbibepuTe BkNaaky ®ubTpaumsa NakeToB. 3aTeEM HaXXMUTE KHOMKY BkroyeHa.
CraTyc paboTbl GunbTp ApanBepa U3MeHUTCS Ha «DunbTp AparBep: paboTtaer».

BbibepnTe nckn4YeHns, B 3TOM Cnydae, nepegada NakeToB nonajatollas B onpeneneHme uc-
KntoueHnn He byaeT 6nokmposaTbca punbTpoM (PucyHok 18). [0 yMOAYaHUIO B UCK/IIOYEHUS BHece-
Hbl MOPTbI, UCMONb3YlOWMECS NpoTokosamMmm cornacosaHus knwden (IKE) n 6a3oBbiMM NpoOTOKONAMMU
cetn DHCP n DNS.
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PucyHok 18. BknrouyeHue omnbTpaumm naketToB

KoHcons (nokasaTe)
IPsec opaieep: paboTaeT
. ©uneTp aopalieep: paboTaeT
v BRADYEHE
OTrmoveHa HacTpoiika napameTpoe b

v UDP 500 Bbixog
v UDP 4500
v DHCP
v DNS
SMEB
Kerberos

Ecnn dunbTp apalisep 6bin yaaneH, nossnsetca cratyc «dunbTp apaneep: HE pabotaer»

B cnyyae 3anycka npuioxeHus cp_ipsec_info oT MMeHW monb3oBaTens BblI6Op MpPOTOKOJIOB,
yyacTBywwWmMX B dunbTpaunum n HacTporka napameTpos byaeT HegocTynHa. lNonb3oBaTento A0CTyn-
Hbl TONIbKO CTaTycCbl gpanBepa IPsec n dunbTpa, a Takxke KoHconb (PucyHok 19).

PucyHok 19 OkHo KpunTtollpo IPsec B pe)xxuMme nosnb3oBaTtens

KoHCONE (MOKAZETE)
IPsec apalieep: paboTasT
DUNLTp Apalieep: paboTaeT (TonkKo NpoBepKa)

DUNETRAUHA NakEeToE >
HacTpotka NapareTpos s
Beixog

7.3. Hactpoika napameTpos npotokonos IKE, ESP.

BbibepuTe Bknagky Hacrpoika napamerpoB. B cnyyae ecnum Heo6XxoAMMO YCTaHOBUTb 3Ha-
YeHUs napaMeTpoB OTAMYHblE OT 3HA4YeHMA MO YMOSYaHUI, OTKpoWTe BkNagky MakcumanbHoe
uncno ESP-ceccuii, BbibepuTe 3HaYeHWEe, NpuU CNeayroLleM OTKPbITUM AaHHOW BKNAAKW 3HAYeHUs
M3MeHATCH, TakuM ob6pa3oM, MOXHO YCTaHOBUTb HeobxoaMmoe BaM KonuyectBo ESP-ceccui, npwm
3TOM He AO/MKHO ucnonb3oBatbcsa 6onee 2 [6 namATK (3HadYeHMe ykasaHo B cKobkax).

Bknagka IKE wudpoBaHme no3sonseT BbibpaTb Habop napaMeTpoB wWudpoBaHMsa NpoTokona
IKE.

Bo Bknaake IKE X3wW yKa3aH anropuMtM X3WMpOBaHUS C nNpeaycTtaHoBNeHHbIM HabopoM napa-
METpPOB.
Bknaaka IKE rpynna no3BofseT BbibpaTb rpynny TOYEK S/IUNTUYECKUX KPUBBIX.

Bknaaka IKE PFS-KOHTPOJIb MO3BONSET BKAOYUTL MW BbIKIOUNTE 0653aTeibHYI0 OTNpaBKy
PFS oTBeTuUMKY.

B 3aBucMMocCTn OT HacTponku napameTtpoB Bkiaaku IKE PFS-KOHTPOJIb HacTpaMBaeTcs 3Ha-
yeHune Bknaakun IKE rpynna (PFS) B cornacoBaHum C OTBETUMKOM.

Bknagka ESP Combined Mode no3sonsieT BKAOUYUTb MK BbIkNOUMTb oTnpaBky Authentica-
tion Algorithm (5) - npu3Hak, ykasblBalOLWnii HA UCNoSb3yeMoe KOMBMHMpOoBaHHOe npeobpa3oBaHme:
ESP_GOST-4M-IMIT nnn ESP_GOST-1K-IMIT.

Bknagka ESP ESN no3BossfeT BKAKYUTbL WIW BbIKAKOYUTL Mcnonb3oBaHne ESN (64-6uTHbll
HOMep nakeTta).
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Bknagka ESP y3nbl 3aMeHbl No3BOJISIET BbibpaTbh Habop napaMeTpoB WKdpoBaHUS NPOTOKO-
na ESP.

PucyHok 20. HacTtpoitka napamMeTpoB

MaroiMansHoe Ycno ESP-cecoulii k

IKE wuidposaHue 9

IKE 31w b

IKE rpynna b

IKE PF5+oHTpons 3

IKE rpynna (PFS) b

K

ESP Combined Mode b I:Hm”b {T"KE?E‘T‘:'E}

ESH ESM r mSEC EDEHEFfD. l:la G;EET { }
ESP y3Mbl 3aMeHs b WNETP APaWEEP: PADOTEET (TOMBKO NPOBEPKE

DUNETPaUMA NAKETOB g

BoccTaHoOBWTE SHAYEHAA NO YMOM4aHWID

Brixoa

Bce HacTponku napameTpoB dunibTp ApanBepa coxpaHsTcsa B peectp Windows. MNMpn Heobxo-
OVMOCTN aAMWUHUCTPATOP MOXET PacnpoCTpaHUTb 3TU HACTpoKrku, obasmB Mx U3 peectpa Windows B
rPynnoByto MNONUTUKY.

7.4. 0Ocob6eHHOCTM HaCTpoOMKM CBOUCTB NpoTokona IPsec

7.4.1. PeXuMbl 3aWnTbl KOHOUAEHUMANBHOCTU, LENOCTHOCTU, ayTEHTUDMKALNN.

Mpwn Bbi6Ope NCNoMb3yeMblX afrOpUTMOB 3alnTbl MHMOPMaLMN B KaHase CBA3W MCMNONb3yeTcs
peXuM 3awwunTbl KoHdmnaeHumanbHoctn (ESP ¢ wudposaHmem) n yenoctHoctn (ESP ¢ koHTponem ue-
NOCTHOCTW) nepepasaemMoin nHdopmaumun. AAMMHUCTpPATOp obecneunBaeT HAaCTPOMKY OAHOro M3 ABYX
KOMBUHMPOBaHHLIX NpeobpasoBanHuii: ESP_GOST-4M-IMIT (Mcnonb3yeTtcs Mo YMOJYaHUID) W
ESP_GOST-1K-IMIT (HacTpavBaeTcs ONuUMOHaNbHO).

Ona HacTpoikn npeobpasoBaHUit HEOOXOAMMO OTKPbITb CBOWCTBA rpPynmnoBOW MOJINTUKMK, OT-
KpbITb Bknaaky MpaBuna, oTkpbiTh BkNaaky [lectBue pmnbTpa, B Cnvcke ABOMHbLIM LETYKOM Bbl-
6epute punbTp No ymonyanuio (PucyHok 21).
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PucyHok 21. CBoiicTtBa ESP

CeoicTEa: ESP x|

b eTonR Sez0nacHOCTH | Awpe I

i Pazpewwrs
" EnokupoEaTe
{* Cornacosare SeSONacHOCTE:

MeTogkl Ge30NaCHOCTH B NopAdkE NPEanoYTEHHA:

lenocTHocT... | KonduoeHuWan.. | LlenocTHooTE JofaguTe. ..

HameHTe. ..

<Her: 3DES MOE

Hpandre

BEepny

LI | _pl Bruz

[~ TpHHKMETE HEtES0MacHYD CEASE, HO OTEEYATE C NomMowek [Pzec

diil

I- PEISFIELIJHTI: EOSEPAT K HEeQeZ0NacHON CEAZM, BCNM HEEOSMOMKHD
YCTAHOBMTE AEE0MNACHOE NOLKHYEHHE

¥ Wenonezosare ceaHcoBele WHENR GesonacHoi nepeceinks [PFS)

] 4 I OTreHa [1pHrEHHTE |

Ona wndpoBaHns, KOHTPOAS LESIOCTHOCTM U B3aUMHOM ayTEHTUMUKALNM UCMOMb3YHOTCSA TOMb-
Ko poccumckune anroputmbl FOCT 28147-89, TOCT P 34.10-2001, TOCT P 34.11-94.

Mpu BbIGOpe B okHe CBoMcTBa: ESP anroputMa uenoctHoctn SHA1L, B AeNCTBUTENBHOCTU UC-
nonb3yeTca KOMbMHMpoBaHHOe npeobpasoBaHue ESP_GOST-4M-IMIT, npu Bbibope MD5 — ncnonb3sy-
eTca npeobpasoBaHne ESP_GOST-1K-IMIT.

Onsa ayteHTMduKaumn agMmMHMCTpaTopoM obecrneymBaeTcsa HACTpoMKka OAHOrMO M3 ABYX anro-
putMoB: IKE-GOST-SIGNATURE wn IKE-GOST-PSK. [Ansa wucnonb3oBaHua anroputma IKE-GOST-
SIGNATURE Heob6xoanMo BbibpaTb MeTOA NMPOBEPKU MOAJIMHHOCTU «LleHTpbl cepTudmnkaumm», onsa mc-
nonb3oBaHusa anroputMma IKE-GOST-PSK - «[lpeaBaputenbHblii ktou» (PUcyHok 22).
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PucyHok 22. Bbi6op anroputMma ayreHTUdUKaLnmn

CEOACTEA: WM3MEHWTE NPAEWMND ﬂ

[NapareTpel TYHHENA I Tun mog kAoMEHHA

Crucok, |P-puneTpoE | JelcTEHE PUNETRa
bETOnkRI NpOEEpKM MO AMHHOCTL

MeToge NPoEEREH NOQAWHHOCTH ONPEe0enaiT. Ik
I:lfil:lEISEIM YCTAHAEBNWEAKTCA A0EEPHTEAEHEIE OTHOWEHIMA
gl FMERQY KOrNBHTERSMNI. ATH METOAk NpeanarawTcA |
—=le= APHMHHMFMAKTCA B NPOULECCe COrnacoEaHKWA NoAMTHEM
AES0NAcHOCTH © OPYred KOrMNETEQOM.

HDDFUJ.DK npeanodT EHKWA METOL0E NPOEEpEH NOQAWHHOCTH.

beTog | CeegeHuA | HofaeuT. .. I
UeHTpel cepTieukanuy  DC=m, DC=cp, CH=te...
MpegEapHTEEHEE Eaey BT ests windl, CEOZ5. . Wamerie. ..

Hpanre

Beep:

BHuE

el

] OtraeHa [1prrEHITE

7.4.2. CeoncTBa napaMeTpoB NpoToKoa.

1. 3HayeHne MakcuManbHOro pasmepa ESP BnoxeHuss He HacTpauBaeTcs

aAMUHUCTPATOPOM W PaBHSETCS 3HAYEHMUIO MO YMOSTYAHUIO.

2. AAMWHUCTPATOP MOXET HACTpOUTb BpeMs XM3HM Accoumaumm 6e3onacHocTm

(SA) paBHbIM He bonee, yem 8 yacam.

3. AAMWHUCTPATOpP HE UMEET BO3MOXHOCTM HACTPOMKM MaKCMMasIbHOrO 3Ha4YeHUs

CYHETYMKaA HanTeHTVIqJVILI,VIDOBaHHbIX MaKeToBs, MaKCMMalibHOE
CYETYMKA NMEET 3HaAYEHNE 105.

3Ha4yeHune

Mpn ncyepnaHmMm cyeTYMKa HeayTEHTUPUULNPOBAHHBLIX MNAaKeTOB NMPUEM MaKeTOB B paM-

kax SA 6nokupyeTcs.
4. AOMUHUCTPATOpP He uMeeT BO3MOXHOCTU HenocpeaCTBEHHOM

HaCTPOMKM

MaKCMManbHOro KO/M4YecTBa ceccuit BTOpor da3bl. AAMUHUCTPATOP MOXET
TONIbKO onpeaennTb NoONTUKY: Nnbo «be3 pexunma PFS», nnMbo «TONbKO pexum

PFS». «be3 pexuma PFS» kKonuyectBo ceccui BTOpon a3bl
npesbiwaTth 10%.

HE MOXeT
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CspP
IPsec
OCsP

b4

MAK
CK3un

yu
EAP-TLS
PSK

UPN
IPsec SA
RADIUS

8. lNepeyeHb coKkpauweHui

Cryptographic Service Provider (Kpuntonposaiiaep)
IP Security (npotokon 3awmuTbl IP-Tpaduka)

Online Certificate Status Protocol (MpoTokon nonyyeHus craTtyca cepTudukaTta B
peasibHOM BPEMEHMU)

Basa [JaHHbIx

MporpammMmHo-AnnapaTHbiii Komnnekc

CpeactBo Kpuntorpaguyeckon 3awmnTtbl MHGOpMaumm

YA0CTOBEPSAOLWNNA LEHTP

Extensible Authentication Protocol-Transport Level Security

MpeaBapuTeNbHO COrflacoBaHHbIE KUK

User Principal Name (OcHoBHOE MMs nonb3oBaTens)

Security Associations (besonacHoe coegMHEHME)

Remote Authentication in Dial-In User Service ([poTokon aAna peanusauum ayTeH-

TudunKaummn, aBTopmsaunm n yyeta)

PEAP

Protected Extensible Authentication Protocol (3awmnwérHblii Pacwmpsiembin MpoTo-

Kon AyTeHTudunkaumm)

ESP

AH

IKE

M3

T3

AAY

NPS

IAS

ISA Server
TMG

GPMC
KaMmn)
CMAK
KITHOUEHNI)
SAN

NAT

Encapsulating Security Payload (MHkancynsums 3awmndpoBaHHbIX AaHHbIX)
Authentication Header (AyTeHTMdUUMPYOLWMI 3arosioBOK)

Internet Key Exchange (npotokon O6bMeHa ktouyaMn)

MexceTeBon DKpaH

TexHn4yeckoe 3apgaHune

AyTeHTuduKauma AsTopmsaumna n yuet

Network Policy Server (CepBepa NonnTUKnN cetn)

Internet Authentication Service (Cny»x6a npoBepku nogiMHHOCTN B MIHTepHeTE)
Internet Security and Acceleration Server

Threat Management Gateway

Group Policy Management Console (Pegaktop ynpasnieHus rpynnoBbIMU MOAUTU-

Connection Manager Administration Kit (MakeT agMMHUCTpaTopa AucCneTyepa noa-

Subject Alternative Name (AnbTepHaTMBHOE UMS cybbekTa)
Network Address Translation (IMpeobpa3oBaHne ceTeBbIX aapecoB)
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10. TlMpwunoxxeHwne

B naHHOM pasgene paccMoTpeHbl 6a3oBble BapmaHTbl Mcnonb3oBaHna Kpuntollpo IPsec B noa-
roTOBJIEHHOW CETEBOW, AOMEHHON MHDpPACTPYKType C opraHmMaoBaHHon MOK.

Ons Bbinycka cepTuduKaToB pa3BepHyTa ABYXYPOBHEBAsi CTPYKTypa LEHTPOB cepTuduKaumnm
(cM. PucyHok 23)

PucyHok 23 NOK

KopHesow LieHt
cepTudgukaumm

.

TP
AIA YAaneHHbIi KNUeHT

YnaneHHbl KnueHT

LLInio3 BO BHELLHIOW

ceTb (M3)
[ cop
Internet ol Al .
\ < Buipatownin LieHt
° N cepTudukauum
5 chunuana
. IE N
> A ”CDP
B3 AIA
N
~ < R
~N S °
S s
caseusts
NS )
Cepsep " §2
Boigatowuin LieHT AyTeHTUdunKaumum, "
cepTudukaum aBTOPU3ALMM N = 8 N3

ocpuca yyeta OHTpOnep JoMeHa

cunuana

(&

Cepsep cunuana

Cepsep
AyTeHTuduKaLmm,

aBTOpM3aLMA W yueTa Knuent dunuana

KoHTponep gomeHa
ocuca

N3onunpoBaHHbIn KOpHEBON LeHTp cepTuduMKaumm pacnosioXXeH BO BHelHen ceTu. lNMposepka
cTaTyca ceptudukaTa NpoUCXOAUT MO CrMCKaM 0To3BaHHbIX cepTudukaTosB (Certificate Revocation
List, CRL). [jocTyn K TO4YKaM pacnpoCTpaHeHns CNMCKOB 0TO3BaHHbIX cepTudmkaToB (CRL Distribution
Points, CDP) He TpebyeT ayTeHTUdUKaummn (cM. PUcCyHok 24).
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PucyHok 24 AHOHMMHbIK gocTtyn k CRL B IIS 6

1o/

Y9 Kowcone  deficTeMe  BMA  OkHO  Cripaska == x|
= | A@EXEFRR|(@E(2[) =
-iB'_] C Ryl 115 [AmA | My TE
=8 o CCEXTERNAL (noKaneHEIR KoMneraTep) |=| ccexternal_External.crt
_._J pyvAnel anHDH{EHHﬁ | | External,crl
=) Befi-yznel |=| nsrev_External.asp
i El--g Bef-y3en No yMond4aHHH

F~ Qe el o icTea: External.orl ed |

CertEnrall

[t CertSey Paiin  besonacHocTe daiing | Saronoekd HTTP | CneumaneHels I:lLIJHﬁKHI

- PacwkpeHka sef-cn

HI'IFIEIB.I'IEHHE LOCTYMOM M NpoOEERE.S NoOgNHHHOCTIH

HEHEHEHME CNOCOO0E MNpOEERKM
W e NOLAWHHOCTI 403 3TOro pecypca.

MeToabl NPOBEPKK MO AHHHOCTH El

! ; PEISI:IELIJEHHE AHOHMMHOr O 4oCTYNS M

M zrEHTE. ..

BriGepHTE YUETHYH Zamvck Windows anA SHOHKMMHORD 4O0CTYNa:

MMA NoNbS0EATENR: IILISR_CCEKTERNP.L (e Tu |

Mapone: I [TITTTITIIT]

.

=

 AOCTyYN © MPOESPKON MO4IMHHOCTH

AnA 3T METOA0E NPOBSPKH NOAAHHHOCTH HMA H Napane
NONES0EATENA TREBYHITCA B CNEAYHOLLME CRyUaax:

- GHOHHMHBIF AOCT Y OTEAHYEH;

- AOCTWM OFPaHHYEH TabnKuarik YNpasneHHa aocTynom MTFS,

I BrTpogHHAA NPaBEQKa NOANHHHOCTH Windows

I KpaTkan NpoEEpka ANA CepEEpoE A0MEHOE Windows
[T ©fkiHaA (Napone 0TNPABNAETCA B TEKCTOBOM (hopHaTE)

L[[

Cnpaek.a

I MpoEepka N0AMMHHOCTH B CHCTeMe (MET Passpork

AOHeH Mo YHETHEHHHD; I BLIBpamE. .. |

DANacTe: I BLIBpaft. ..

MoAYMHEHHbIE, BbiMyCcKalowWwmWe UeHTpbl cepTudurKaumn pasBepHyTbl BO BHYTPEHHWUX CETSX B
AomeHe. lNpoBepka cTaTyca cepTudmkata NpoUCXoaUT NO CNUCKaM OT3blBa, KOTOpble AOCTYMNHbl 6e3
ayTeHTMdUKauum. Ona yaaneHHbIX KINEHTOB (CeTen) CNUCKU OT3biBa U cepTudUKaTbl BbiMyCKarOLWMX
LeHTpoB onybnmnkoBaHbl HA M3 (WHO3) BO BHELLHIOW CETh:

e ansa Microsoft Forefront TMG 2010 (TMG) HacTpoWMka nNpoBOAWSACb MO MHCTPyKUuu Mi-
crosoft «[lybnukaunsa otaenbHoro Be6-calita uan cuctemMbl 6anaHCMpPOBKU Harpy3ku yepes
HTTP» (http://technet.microsoft.com/ru-ru/library/cc441462.aspx) ;

e ansa Microsoft ISA Server 2004 u ISA Server 2006 HacTponka nposoguaacbk nNo «NHCTpyk-
umun no nybnmkaumm seb-ysna Ha KOMNbiOTep nog ynpasneHuem ISA Server 2006 nnun ISA
Server 2004» (http://support.microsoft.com/kb/885186) .
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B nomeHe nosepue K KOpHEBOMY cepTUdMKaATy M30IMPOBAHHOIO LIEeHTpa HacTpanmBaeTcs C no-
MOLWbIO TPYNMNoBbIX MNOANTUK: MMs_ob6beKkra_noaumtuku -> KoHdpurypaumss komnbilotepa ->
KoHdurypaumsa Windows -> Napamerpbl 6e3onacHoctu -> MNMOJIMTUKM OTKPLITOro KJjarua ->
AloBepeHHble KOPHEBbIE LLEHTPbl cepTUhUKaLUnN.

Ons AOMEHHbIX Mofib3oBaTeNiel N KOMMbIOTEPOB BbiNYCK CepTUdMKATOB MPOM3BOAUTCS U3 OC-
HacTku «Microsoft Management Console (MMC) -> Ceptudukatbl (nonb3oBaTensi, KOMNbOTEpPA)» NO
wabnoHaM OMEHHOr0 LeHTpa cepTudukaumm.

CeptndukaTtbl IPsec BbinyckatTcs no konum 6a3oBoro wabnoHa «IPsec» ¢ CSP Kpuntollpo:
«Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider» (cM. PucyHok 25)

PucyHok 25 LlWa6noH ceptucpumkara gna IPsec

T pefinBaHKA Bbl1a4M | BemecHAEMEIR WAGNOHEI | PaciuvpeHma I bezonacHooTE
O 6wpe OfipafioTka sanpoca Mrm cyteexTa

Uenk: II'ID.u,nw:b W WHPPOBaHHE vI
[ ApEMEMPOBATE SaKPETHIA KAKY CYFLEKTS
¥ BEAmuMTE CHMMETPMYHEIE ANMORHTHEL, PASPELEHHEIE CYFLERTOM

™ | Ynanars orossaHHEIE MK TROCEOYEHHEIE CERTHEMRATE! HE ApRHEHRYA

MUHHMANEHEIN pasep Kiaya: |51 2 "’I

¥ Paspelre sKCNopTHROESTE SaKPETEE Koy

Brifepure nocTaeswyka kpunrorpadiau [C5Ps] gna ononesoeaqa
AN9 FanpoCoE:

i~ Mioteie C5P, HMEowHeCA Ha KoMEOTEPE CYTEEKTS
% Zanpoce! Lom#HHE! MENOIBES0EATE OOMH WS caegyow ks CSP;

[MoCTABWHEM CAYHE KPUITTOrpafiL;

[]Gemplus GemSAFE Card CSF w1.0
[JInfineon SICRYPT Baze Smart Card C5P
[IMicrogoft Baze Croptographic Provider »1.0
[IMicrozaft Baze D55 and Diffie-Hellman Crpptographic Provider EHHTE
[IMicrogaft DH SChannel Crpptographic Provider

[IMicrogaft Enhanced Criyptographic Provider +1.0

[IMicrogaft Enhanced 0SS and Diffie-Hellman Cryptographic Proy
[CIMirroznft Fahanced BSA and AFS Crontooranhie Prowvider ;I

[F OTreHa |

B OC Microsoft Windows XP u Microsoft Server 2003 3anpoc ceptudukaTa AO/KEH NPOXOANTb
6e3 BbiIBOga OKOH CSP (B «Tuxom» pexume). Ons atoro B Kpuntollpo CSP Heo6xoanmo ykasatb Cum-
TbiBaTesib MO YMOJIYAHUIO N He UCNonb30oBaTh «Brnonornueckuin JICY» (cM PUCyHOK 26)
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PucyHok 26 Hactpoutb ACH

KpwnTollpo CSP |

AononHKMTENEHD I ANropHTHE] | BezonacHoCTE I Winlagon I
OfLWHE Ofopy 408 aHHE | CEpBMC

TCYMTBIEATENH 3AKPEITHIX KNHIHER

MozE0nAsT A00SEHTE MK Y¥AANHTE CHMTEIESTENK
ZAKPEITERX KNHIYER.

HacTpoMTE CHMTEIEATENHM, ..

 AATUHIH CRYYaHHBE YHMCER

oornm =
oo MozEonasT A0BSEMTE MM YASMMTE ASTHHEH CIyYSAHE:

oiooo YHCEN.

HacTpouTe AC4. .. |

YnpaeneHye AaTy4KaMH EII?"-IEIF‘iHI:-IH YHCe XI

AaTUKIEH CRYYHaRHE: YHMCEn I

e |

I |=1
-—t—l'.':'.KKDDﬂ.
Kpnnml‘lpu McxoaHEr MaTepvan f
EHHTE |
AoBaEHTE. .. ¥ 1ANHTE CEOACTES |

O I OTMEHA [[PHHEHHTE |

B AoMeHe BbiNyCK CepTUPMKATOB KIMEHTCKOM ayTeHTUdMKaunuM NponcxoanT No KOnuu Lwab-
noHa «[lonb3oBaTtensa» ¢ CSP Kpuntollpo: «Crypto-Pro GOST R 34.10-2001 Cryptographic Service
Provider». Mpwn 3anpoce kAneHTckoro ceptudmkata HacTpoiky Kpuntollpo CSP «Tuxom» reHepauumm
Npov3BoAUTb He 06A3aTeNbHO.

B pomeHe Bbinyck ceptudunkatoB ayteHTudumkaumm cepsepa (VPN ayTeHTUdMKaumsa) npouc-
XoAMT no konum wabnoHa no ymonyaHumto «RAS un IAS-cepsep» ¢ CSP Kpuntollpo: «Crypto-Pro
GOST R 34.10-2001 Cryptographic Service Provider». [ina 3anpoca ceptudmkata Heob6xoammMo npo-
N3BECTM HACTPOMKY «Tuxoro» pexmnma Kpuntollpo CSP B OC Microsoft Windows XP n Microsoft Serv-
er 2003.
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Ha koMmnbloTepax, He ABAAILWNXCA YieHaMun AOMeHa, HEBO3MOXHO M0J/Ib30BaTbCs OMNUCaHHbIM
Bbllle MeToAOoM Bbinycka ceptudukatos (MMC -> Ceptudwukatbl -> wabnoHbl AD). MeTtoabl pacnpo-
CTpaHeHus (3anpoc, BbiMNyCK, YCTaHOBKA, 06bHOBNEHME) cepTuduKaToB onpegenserca AAMUHUCTPATO-
poM. B paHHbIX npuMepax cepTudwukaTtbl ANS8 yAANEHHbIX K/AWMEHTOB CO34Aal0TCA C MoMmouwbio Beb-
nHtepdeinca nonb3osatens YL.

YCcTaHOBKa NIMYHbIX cCepTUHOUKATOB NPOU3BOAUTCS COrNACHO «MHCTPYKUMM MO UCNOSIb30BaHUIO»
(PKTAN.00050-02 90 03) Kpuntollpo CSP - rnaBa 2.5.3. «YcTaHoBKa JIMYHOro ceptudmrkaTta, XpaHs-
werocsa B danne» (http://cryptopro.ru/products/csp/downloads).

Bbinyck ceptucpukaros B Kpuntollpo YL.

Onsa Bbinycka ceptudukatos IPsec Heobxoammo npowmsBectu HacTponky Kpuntollpo LP wu
KpunTollpo LC (aokymeHTaums Ha KpunTollpo Yl DOCTYrHa rno CCblIKe:
http://cryptopro.ru/products/ca/downloads) :

e co3gaTb wWabnoH ceptudukarta cornacHo «Kpuntollpo YL, LIP PykoBoacTBO Mo aKcrjyaTta-
umn»  (KTAKU.00067 02 90 05) c OID <«IKE-nocpegHuk IP-6e3onacHocTu»
(1.3.6.1.5.5.8.2.2);

e pobasutb B Nonutukm LIP pa3pewerHne Ha o06bpaboTky 3ampoca n oT3biB cepTudukarta, co-
aepxauwero OID <«IKE-nocpegHuk IP-6e3onacHoctn» (1.3.6.1.5.5.8.2.2),.cornacHo
«KpunTtollpo YL LP PykosoacTBo no akcnayataunm» (KTAN.00067 02 90 05) rnasa 4.2
«Monntnkn 06paboTkn 3anpocos»;

e pobaButb B Moaynb nonntukn Kpuntollpo LUC WUcnonb3oBaHue knoyva «IKE-nocpeaHuk
IP-6e3onacHoctn» (1.3.6.1.5.5.8.2.2) cornacHo «Kpuntollpo YL LC PykoBoacTBO Mo
akcnnyaTtaumm Windows 2003/2008» (OKTAW.00067 02 90 03/XKTSAN.00067 02 90 04)
rnaBa 3.1 «HacTpoitka obnactein MCNOMb30BaHUA K/4va, MNOAUTUK BblAAuuM U NOAUTUK
npUMeHeHns B cepTudmrKaTax OTKPbITOro Kao4va».

[nsa Bbinycka cepTudunkaTtos ayTeHTUdUKaUMmM cepBepa Heob6xXxoaMMOo Npon3BEeCTM HacTpomn-
Ky KpunTtollpo LIP:
e co3gaTb wabnoH ceptndukaTa cornacHo «Kpuntollpo YL LIP PykoBoacTtBo no skcnnya-
Tauum» (OKTAN.00067 02 90 05) c¢ OID «MNpoBepka NOAJIMHHOCTU cepBepa»
(1.3.6.1.5.5.7.3.1);

e pobasutb B lMonutukm LIP paspeweHne Ha o06paboTky M OT3bIB cepTudUKaTa COrnacHo
«Kpuntollpo YL, LUP PykoBoactBo no akcnnyaTaumn» (KTAN.00067 02 90 05) rnaea 4.2
«MNonntnkn o6paboTkm 3anpocoB».

Onsa Bbinycka cepTudunkaToB ayTeHTUUKaALUMM KIMeHTa Heobxoammo ykasaTb UPN nonb3o-
BaTens U ucnosb3oBaTtb WabnoH, cogepxawmin HasHadeHe «lMpoBepka NOANIMHHOCTU KJIMEeHTa»
(1.3.6.1.5.5.7.3.2).

HacTtpoiiky YL ans Bbinycka cepTMdUKaTOB ayTEHTU(MUKALMM NO CMapT-KapTe MOXHO MNpo-
BOAUTb MO AOKyMeHTaumin «Hactponka Kpuntollpo Winlogon B gomeHe Windows ¢ ucnonb3oBaHueM
Kpuntolpo YLU» rnasa 4.2.1 «lWabnoH ceptudmkata «CepTudukat BxoAa CO CMapT-KapTon»»
(http://cryptopro.ru/products/other/winlogon#downloads) .

OpraHmsaumns OCHOBHbIX MeToAO0B (LeHTpanM30oBaHHbI, pacrnpeAeneHHbii) pacnpocTpaHeHus
ceptudukaTtoB onmcaHa B pykosoactee «Kpuntollpo YL, APM agmumHuctpatopa LP Mpaktnyeckas
peanunsaumna» (KTAM.00067 02 90 07).

AyTeHTucdunkauma, aBTopmsaLms u yyer.
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Bo Bpems VPN-nogkntoudeHus nocne BbipaboTkn IPsec SA (Mexay KOMMNbOTEpaMM) MPOUCXO-
OWT nonb3oBaTesibCkas ayTeHTuduKaums, aBTopmsaums, n ydeT nHgpopmaumm o6 atom. Cepsepa AA U
Yyeta MoryT 6bITb pa3BepHyTbl Kak Ha VPN-cepsepe, Tak n Ha m3onmpoBaHHoM RADIUS-cepsepe.
RADIUS obecneumBaeT LUeHTpanm3oBaHHYo AAY, UTO MOXeT 6bITb YA06HO B CNOXHOW CETEBOM CTPYK-
Type C HEeCKOSIbKMMKN TOYKaMu yAasieHHOro Aoctyna, B ToM ducne, ecnm VPN-cepBep He B AoMeHe. B
kayectBe RADIUS-cepBepoB B cnegywowmnx cemencreax OC:

e Windows Server 2003 moxeT BbicTynatb «Cnyxba npoBepku NOASIMHHOCTM B MHTepHeTe
(Internet Authentication Service, IAS);

e Windows Server 2008 (R2) ™oxeT BbicTynatb cnyxba «CepBepa MOAUTUKN CETU»
(Network Policy Server, NPS).

PasBepTtbiBaHue IAS (Windows Server 2003)

[Ona yctaHoBKM M HacTporiku IAS MOXHO BOCMOJ1b30BaTbCS MHCTPYyKumMaMn Microsoft, ony6nn-
KOBaHHbIMM Ha cTpaHuue http://technet.microsoft.com/ru-ru/library/cc736803(WS.10).aspx.

PasBepTtbiBaHue NPS (Windows Server 2008)

YcTaHOBKY M HacTporky NPS MOXXHO NpoBOAWUT corfiacHo pykosoactBa Microsoft «Network Pol-
icy Server (NPS) Operations Guide»

(http://www.microsoft.com/downloads/en/details.aspx?FamilyID=585d2dca-c134-4568-
b31c-a535ab0b0b3d&displaylang=en).

Onsa vcnonb3oBaHua RADIUS AAY Ha VPN-cepsepax (RRAS, ISA Server, TMG) Heobxoanmo
NpoBOAUTbL AONOAHUTENBHYIO HacTponky (RADIUS-knueHTa, RADIUS-cepBepa).

Hacrpoiika ISA Server 2004 u ISA Server 2006

Ncnonb3oBaHne RADIUS-cepBepa MOXHO HacTpouTb MO AoKyMeHTaumu Microsoft «ISA Server
2004 VPN Deployment Kit» (http://technet.microsoft.com/en-us/library/cc302453.aspx) FnaBa 7
«Configuring Windows Server 2003 RADIUS Support for VPN Clients - Including Support for EAP/TLS
Authentication» 1 'maBa 8 « Configuring the VPN Client and ISA Server 2004 VPN Server to Sup-
port Certificate-Based PPTP EAP-TLS Authentication».

Ecnu RADIUS-cepBep He Ha3HayeH — AAY 6yaeT npoBoamnTbCca cpeacrsamum ISA Server.

Hacrpoiika TMG

Mcnonb3oBaHme RADIUS MOXHO HacTpouTb Mo AoKyMeHTaumm Microsoft «Hactponka Forefront
TMG B kadvectBe knneHta RADIUS» (http://technet.microsoft.com/ru-ru/library/dd441017.aspx).

Ecnn RADIUS-cepBepa He Ha3HaueH — AAY byaeT npoBoanTbCca cpeactsamu TMG.

Hactpoiika RRAS

HacTtpoiky RADIUS B RRAS MOXHO Npou3BOAUTb COMNacHO MHCTpyKuum Microsoft «Mcnonb3o-
BaHue npoBepKun NOANIMHHOCTU RADIUS» (http://technet.microsoft.com/ru-
ru/library/cc778372%28WS.10%29.aspx).

Hactpoinky AAY B cnyx6e RRAS MOXHO NMpoOBOANTb MO MHCTPYKUUN Microsoft «Mcnonb3osaHue
npoBepKu NOASIMHHOCTHU Windows» (http://technet.microsoft.com/ru-
ru/library/cc778876%28WS.10%29.aspx)

Onucanue peanusaumun EAP-TLS, PEAP MmeTonoB ayTeHTUdUKaLMK nosb3oBatens no ceptmdu-
kaTtam onybnukoBaHo Ha cTpaHuue http://www.cryptopro.ru/products/eap-tls/usage.
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10.1. Hactponka VPN gns 6e3onacHOro NoAKAKYEHMS KIMEeHTa K ceTu oduca

B pnaHHOM paszgene 6yaeT pacCMOTpeH CLeHapui CO34aHMs 3allMLIEHHOro yAaneHHOoro noa-
KJIloUeHMs nosib3oBaTesnsa (KoMMbloTepa nonb3oBaTtens) K cetu opuca (CM. PucyHok 27).

PucyHok 27 Client-to-Site

KoHTponep aomeHa
Boigatowmii LieHT PAnSR:A

ceptudmkaumnm

KopHeBow LieHT
ceptuchmkalmm

Cepsep ocuca
KnueHTt odmca

ayTeHTuduKkaumu,
aBTOpPM3aLMM U y4eTa

KnueHT yaaneHHoro
poctyna

[na opraHm3aumm Takoro peweHus Heo6xoaMMO BbINOHUTD:

HacTtpoiky cepsepa yganeHHoro goctyna(VPN-cepsep), cOCTOSILWYIO U3 CleayoLwwmnx 3Tanos:
e BbI6GOp NpoTOKONa yAaneHHoro AocTyna;

e onpegeneHne cnucka IP-agpecos, npuceBamMBaemMbix BHeWwHMUM kineHtam(DHCP-cepBep);
e HacTpoMka npaBwui GuabTpauuu;

e HACTpoOlKa MeToAoB ayTeHTUdUKaLunu, asTopnsauum U yyeTa nonb3oBaTtenei;

e PEKOMEHAYETCS NMPOnU3BECTHN HACTPOUKY rnpoTokosa SSTP — kaKk pe3epBHOIro;

HacTpoiky knueHTa yaaneHHoro gocryna:

e co3gaHune VPN-nogknoueHna (CMAK nnn «Mactep HOBbIX MOAKTIOUEHUN»).
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Jdonyckaetcsa goctyn k VPN-cepBepy uepe3 Back-to-Back cTtpyktypy M3, Hanpumep, AocTyn K
BHYTpeHHeln ceTn depe3z DMZ wnu «Perimeter network» c pBonHbiM NAT (Network Address
Translation — MNMpeobpa3zoBaHne ceTeBbIX a4pecoB).

HacTpoiika cepBepa yaanéHHoro pocrtyna (VPN-cepBep)

CepBep ypaneHHoOro AoCTyna MOXHO HacTpouTb C uUcnosb3oBaHueM Cnyx6bl Windows Server
RRAS (Routing and Remote Access Server) unmn pa3BepHyTb Ha 04HOM M3 NoaaepXxmBaeMmbix M3. Psag
WHCTPYKUM no HacTpoinkn VPN-cepBepa 6yayT npmBeaeHbl HUXe.

HacTtpoitka RRAS Ha Microsoft Windows Server 2003

YcTaHOBKa M HaCTpoliKa cepBepa nogkstoueHus K yactHon cetn (VPN-cepeep) B cnyxb6e RRAS
(Routing and Remote Access Server) NpoBOAUTCS COrlacHO WHCTpykumm Microsoft «Deploying

L2TP/IPSec-based Remote Access» (http://technet.microsoft.com/ru-
ru/library/cc775490%28WS.10%29.aspx), U WUHCTpyKUMM «Ponb cepBepa yAaneHHOro AocTyna mnum
VPN-cepBepa: HacTpounka cepsepa yaAaneHHoro [oCTyna nnm VPN-cepBepa»

(http://technet.microsoft.com/ru-ru/library/cc736357%28WS.10%29.aspx#rrassrvconfig).

Hacrpoiika RRAS Ha Microsoft Windows Server 2008 (R2)

Onsa HacTponku cnyx6bl RRAS kak cepBepa yAasieHHOro AOCTyrna MOXHO MCMNO/b30BaTb MHCT-
pykuun Microsoft «BkniovyeHne RRAS B kauvectBe VPN-cepBepa» (http://technet.microsoft.com/ru-
ru/library/dd458983.aspx).

HacTtpoiika VPN-cepBepa Ha Microsoft ISA Server 2004

PazsepTbiBaHMe VPN-cepBepa yaaneHHOro AoCTyrna MOXHO MPOBOAWT COrflacHO pyKOBOACTBA
Microsoft «ISA Server 2004 VPN Deployment Kit» FnmaBa 4 «Configuring the ISA Server 2004 Fire-
wall as a VPN Server» (http://technet.microsoft.com/en-us/library/cc302453.aspx).

HacTtpoitka VPN-cepBepa Ha Microsoft ISA Server 2006

PaseepTbiBaHne VPN-cepBepa Ha ISA Server 2006 MOXHO NpoBOAUTb COrMacHO pPyKOBOACTBA
Microsoft «ISA Server 2004 VPN Deployment Kit» FnaBa 4 «Configuring the ISA Server 2004 Fire-
wall as a VPN Server» (http://technet.microsoft.com/en-us/library/cc302453.aspx) T.K. HeT CcywecT-
BEHHbIX OT/INYNIA OT @aHANIOrMYHOM HacTpoliku ISA Server 2004.

Hactpoiika VPN-cepBepa Ha Microsoft Forefront TMG 2010

PassepTbiBaHne VPN-cepsepa Ha TMG 2010 MOXHO MpOBOAUTb COMMACHO WHCTPYKLUMU
Microsoft «BkntouyeHne 6a30Boro Aoctyna yaaneHHbiX knueHtoB» (http://technet.microsoft.com/ru-
ru/library/dd897103.aspx).

HacTtpoiika knueHTa yaanéHHoro gocryna (VPN)

Ona noakno4yeHns B yAaseHHYH CEeTb C UCMOJIb30BaHMEM npoTokona L2TP/IPsec Heo6xoanmo
B CBoicTBax YaaneHHoOro noakntoyveHms ykasatb «Tun VPN:» «L2TP IPsec VPN» (cM PucyHok 28).

Mpun HacTpoiike «Tun VPN:» «ABTOMaTU4Ye€CKM>» - 3anpocbl Ha NoakntoyeHne rnepebupatorcs
B cnegyowem nopsigke: SSTP, L2TP/IPsec, PPTP, noka He 6yaeT corflacoBaH MpOTOKOJ, MOAAEPXKU-
BaEMbIl U KJIMEHTOM U CEPBEPOM.

Ha Bknagke «be30onacHOCTb» HacTpouTb 06a3aTeNbHOCTb WndposaHua (cM PucyHok 28).
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PucyHok 28 VPN-noaknouyeHue -> Bknaaka besonacHOCTb

é VPMN-nogknmyeHne - ceolcTEa @

| Ofume I MNapameTpel | BesonacHocTs ||:ETI:~ | .EI.DI:T'_.T||
Tn WPN:
| L2TP IPsec VPN v

| [NononHWTENEHBIE Ma3paMETPRI |

WnthpoEaHWME AHHBD

|uﬁﬂaaTeanoe (OTKNOYATECA, BCNW HET WWhPOBEHIAA) - |

MNpoBepka NoAMMHHOCTI
MNpoToKon pacluMpeHHoE NpoBepkK NoanMHHoC T (EAF)

@) PaspewnTe cnegyiowme NpoToKonk LBOWCTES

HesawwdposanHei napone (PAF)

{IpoTorkon nposept napana (CHAPE
| Mpotokon Microsoft CHAF sepoia 2 (MS-CHAP v2)

Henonez0EaTe SETOMATHYECKH MMA EXOAE W Napank
Windows (11 MR DoMeHA, BCTK CYWIECTEYET)

QK ] | Crmaeqa

PSK ncnonb3yeTtcs, ecnun oH ykasaH B CBoMcCTBax, HacTpamBaeMoro VPN nogktoueHus, B Npo-
TUBHOM CNy4yae MUCMoNb3yeTcsa cepTudukaT, yaAoBNeTBOpSOWNM TpeboBaHmam IPsec (cM. B rnase 5.2
«CepTudunkaTbl OTKPbITOrO KAK4Ya»).

Hacrpoiika VPN noaknioueHmna Ha Windows XP n Windows Server 2003

CozpaHune noaknoyveHms K VPN MOXHO MpOBOANTb COracHO MHCTpyKuUun Microsoft «HacTpoii-
Ka noAKIYEHNS K BMPTYyasibHOM yacTHoOM ceTtu (VPN) B Windows XP»
(http://support.microsoft.com/kb/314076).

HacTtpoiika VPN nogknroueHmnsa Ha Windows Vista u Windows Server 2008

Co3gaHune nogkntoueHuss k VPN MOXHO NpoOBOAUTb COrNnacHoO MHCTpPyKumu Microsoft «Create a
VPN connection in Windows Vista and Windows Server 2008» (http://technet.microsoft.com/en-
us/library/cc726062%28WS.10%29.aspx).

Hacrtpouka VPN noaknioueHus Ha Windows Windows 7 n Windows Server 2008 R2

Co3paHue noaknoyeHnsa Kk VPN MOXHO NpOBOAUTbL COMMacHO MHCTpyKuuu Microsoft «Co3gaHue
VPN-noakntoueHnsa» (http://technet.microsoft.com/ru-ru/library/cc726062%28WS.10%29.aspx).

HacTpoika knmeHTa yAasieHHOro AoCTyna C noMouwbio npocduns coeguHEHUs, Co3-
AAHHOro NpM NOMOLYM NaKkeTa agMMHUCTPUPOBaHUA aUcneTyepa noakaroyeHnn (CMAK)

CMAK - 3TO cpeactBo agMUHUCTpaATopa, aBTOMaTusupyluwee cospgaHue VPN-nogknoyveHus
Nonb30BaTeNS K yaaneHHO! ceTun.
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Co3paHune npodunen coeguHeHunn
YctaHoBky CMAK MoxHO nposoanTb anga OC:

Microsoft Windows Server 2003 no MHCTpyKuuMn «Mactep naketa aAMUHUCTPUPOBAHUS
ancnetyepa noAKAOYEHNN» (http://technet.microsoft.com/ru-
ru/library/cc738870%28WS.10%29.aspx);

Microsoft Windows Server 2008 no nHcTpykummn Microsoft «YctaHoBka naketa aiMUHUCT-
pupoBaHus aucrietyepa nogkntodeHunn (CMAK)»  (http://technet.microsoft.com/ru-
ru/library/cc771679%28WS.10%29.aspx).

Co3gaHune npoduaa noakarveHns ciyxbbel ¢ nomowbio Mactepa CMAK npoucxogmT no waram
n3 WHCTPYKL MK Microsoft «3JTan 2: pa3paboTka HacTpanBaeMbIX 3/1eMEHTOB>»
(http://technet.microsoft.com/ru-ru/library/cc738515%28WS.10%29.aspx).

Bo Bpemsi HacTpoiikm «VPN-3anucm» HeobxoaAMMO yKasaTb MWCMoJib30BaHME MpPOTOKONa
L2TP/IPsec (cM. PucyHok 29).

PucyHok 29. NMNapameTpbl 6e3onacHoctn «VPN-3anucn» Ha Windows Server 2003

YPMN-zanuvcuH

JanucH BMpTYaneHoMN YacTHoM ceTi [WPMH] 08ecneyuBatT QaHHEIE KOHPHIYpALMHI
4nA ogHoro 1K Gonee YPH-cepeepoe.

X

[ SECNEYMESIIT KOHDMIYDALMID BES0MNACHOCTI M CETIH 009 NOLKTOHEHMA K
YPM-cepeepy. YTofkl YkasaTe STH NapareTpel, WenkHuTe "HasteHuTe"

JanucH BMPTYanEHOMN YacTHOM ceTi [WPMN]:

Office Tunnel <no yronqaHum:

I:Iﬁu.luel Napatterpel TCRAP  BesonacHacTe

b oikHD YE333Te OCHOEHEBIE NaparET Pl Aez0nacHOCTH,
NogaepHEIEMBIE BCERMKM KAHEHT dtH QHCNETHYEDS
nogkAYeHHE, Moo Takxe YK.333TE 4ONONHWTENEHEIE

Napar1ET Pkl Ae30NacHOCTH, NogaepHHEIEMBIE TONBKD OCHOEHBIE N3paMeTPEl GezonacHoOCTH XI

K.NMEHT aki Windowes 2000, Windows XP 1 cemeicTEa
ONEpALMOHHER CHETER YWindows Server 2003,

|-||:IH SAnpoce 4oNoAHKWTENEHER NAPAMETROE NONES0ESTE0H
APYrix onepalHoHHER CHCTER HE CHOFYT NOGQENHYHTECA K

DEHHOMY NPOPU. Ecik HACTpOMTE OCHOEHBIE H " Tpetiosarb Ge30NacHLIi Napob
BON0AHHTENEHEIE NAPEMETPEL, TO KAWEHT ONePaLMOHHON -
CHCTERE! ONPELENMT MCMNONB3YEMEIE NAPAMETPEI BE30NACHOCTH. % Tpeficears fezonacHsii napons Microsaft

[Napat1eTpbl AEE0NACHOCT

 MeTog NPOEEPEW NO4NMHHOCT NOAES0ESTENR

{” Paspewwre moGol cnocot

¥ Tpefioeare WHbPOEaHHE GaHHEIR

Mcnone30BaTE OCHOEHEIS M AON0AHHMTENEHEIE NaparET PRI j

[ CHOEHEIE NAparETPRl AES0NACHOCTH; HacTpoure. . |

JonoAHKTENEHEIE NAPAMETPEl BE30NACHOCTH,  HacTpouTe. . | [T Wenonesoeate npegsapHTensHei kaod oA LETPAPS ec

— CTpaTerka BMpTYantHol YacTHoM cetu [WEM]

" Boerga wenonesyetca PRTR

% Wenonesoeate L2TPAPSec, ecid BostoHG

ok, OTieHa | Crpaet 0K, I OrreHa Crpaek.a

CepTudukaTt 6yneT UCnonb3oBaTbCsA €CM He yKa3aHo «Mcnonb3oBaTb NpeABapuUTeNbHbIN
knrou ana L2TP/IPsec».
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Co3pgaHune npodwunen nogknouyeHuin nonb3osartenen ¢ L2TP/IPsec Ha PSK, TpebyeT gononHu-
TeNnbHbIX AeACTBMIA. Mpodunnb CO34aHHbIA C MOMOLLbID MacTepa CUYMTaeTcs poauTenbckum. Ha ero 6a-
3e co3galoTcs npodunn ans KoOHeYHbIX nosib3oBartenen. [ns atoro Heo6xoanMo:

B danne poOANTENBCKOro npocuns (
%ProgramFiles%\Cmak\Profiles\msa_npoduna\Nma_npodwuns.sed) ykasaTb aKTyaJibHbll
nyTb K danny «ycraHoBLKWKa npodunen» cmstp.exe (dann cmstp.exe HaxoouTcs B na-
kete %ProgramFiles%\Cmak\Support\cmbins.exe);

ckonupoBatb  dannbl "%ProgramFiles%\Crypto Pro\IPsec\cpcmak_builder.exe",
"%ProgramFiles®%\Crypto Pro\IPsec\cpcmak_cpacker.exe", "%ProgramFiles%\Crypto
Pro\IPsec\genpsk.exe" B ANPEKTOPUIO poANTENBCKOIro npoduns

(%ProgramFiles%\Cmak\Profiles\Msa_npocunns);

CO34aTb TEeKCTOBbIN dalinl C KOHeYHbIMW MNonb3oBaTensiMu. epBas cTpoka B 3ToM daline
AO/HDKHA COOTBETCTBOBATb C/ieAYyHOWMM 4 CYLWHOCTAM pasaeneHHbiM npobenamn: UmaOdun-
callnnJomeHa NmaCetn NmaKoHTelHepa MuHKoHTenHepa (3T napameTpbl 6yayT ncnosb-
30BaTbCs Ans reHepaumm PSK cm pasgen «5.1 Pre-Shared Key»). B ocTanbHbIX CTpOKax
3a4al0TCs MMeHa nosib3oBaTenen

lNpumep:

TestNet ForClient MainCont 12345678
mbDima

Sergei

Ivan

bDima

3anyctnte cpcmak_builder.exe , wucnonb3ys B KadectBe OAHOro napaMmeTpa
dann(nonHeIM NyTh B KaBblyKax) C NoAb30oBaTensAMu (CoO34aHHbIN Ha NpeablayLleM ware);

lMpouecc 3akaH4YMBaAETCHa CO34aHMEM UCMOHSAEMbIX U TEKCTOBbIX d)aVIﬂOB C NapondamMun anga Ka-
XA0ro nosib3oBaTen4.

CospaHune VPN-noak/sitoueHMsa € NnoMoLbio Nnpocduis coeguHeHns

Cnocobbl pacrnpocTpaHeHne, nepegaun ucnonHsemoro danna npoduna onpenenstoTca agMu-
HUCTPATOPOM.

Co3gaHne VPN-nogkn4yeHns npomcxoguT nocrne 3anycka dganna npodpunsa. Ecnm mcnonb3o-
Banucb PSK, To 6ypeTt 3anpolweH napofsib COOTBETCTBYHLEro nonb3oBatens (Co3aaHHbI BO Bpems
3anycka cpcmak_builder.exe).
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10.2. Hactponka Site-to-Site

B naHHOM pasaene 6yaeT pacCMOTPEH CLEHapuil co3AaHus 3allMLLEHHOMO COEANHEHUSI CeTel,
NOAK/IIOYUYEHHbIX K CETAM 06L1ero nosb3oBaHus (PucyHok 31).

PucyHok 30. Site-to-Site

KopHesoi
Llent
cepTudukaymm

tdununana

/
Beigatowun Lienr  /
ceprudumkayumn / - £
83 epsep
£ ayTeHTuduKaLmum,
aBTOpU3aLuK 1 yyera

IRTODN3ALMM 1 ydeTa

KoHTponep aomeHa
othuca

Onsa opraHvMsaunm Takoro pelleHuss HeobxoAUMO BbIMNOSHUTL HacTponky VPN-wi030B ceTen
napTHEpPOB MO C/eAyLWen cxeme:

e BbIOOp NPOTOKONA yAANEHHOro AOCTYNa;

e HaCTpoliKa NpaBui MaplipyTUsaunm;

e HacTpolika npasun IP-punbTpaumu;

e HaACcTpolika MeToAoB ayTeHTUdUKaummn, aBTopmsaumm n yyet site-to-site nogknoveHmi.

Jonyckaetca VPN-coeanHeHuli ceTel no cxeme site-to-site ¢ npuMeHeHneM AByX TUNOB MNpo-
TokonoB: IPsec-tunnel n L2TP\IPsec. IPSec B TyHHEe/IbHOM pexuMme LenecoobpasHo NpUMeHsTb, TOSb-
KO ecnn Heob6xoaAnMMO co3aaTb KaHan cBA3n site-to-site ¢ VPN-ww03aMM CTOPOHHUX NMPOU3BOAUTENEN.
CyuiecTByeT HECKONIbKO NPUYUH A1 OTKasa OT UCnosb3oBaHMsa IPSec B TYHHENbLHOM pexuMe:

e IPSec B TYHHeNbHOM pexunme MeHee 3allULLEH;
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e IPSec B TYHHENbHOM pexuMe obnagaeT orpaHUYEHUSAMU MO MapLUPYTM3aLMM HaA KOMMblO-
Tepax c cuctemon Windows Server 2003;

e IPSec B TYHHE/IbHOM peXuMMe MOXET YMEeHbLWWNTb 3P HEKTUBHYIO NPOMYCKHYK CMOCOBHOCTb
VPN-TyHHens.

Jonyckaetca passepTbiBaHne VPN-TyHHens mexay cetsmm c Back-to-Back cTtpykTyponn M3,
Hanpumep, mexay DMZ nnn «Perimeter network» cetammn dpunmnana n oduca.

HacTtpoiika wnro3a VPN Ha Microsoft ISA Server 2004

Onsa passepTbiBaHus VPN-wnio3a Ha ISA Server 2004 no L2TP\IPsec M0OXHO BOCMNOJ/Ib30-
BaTbCs pykoBoacTBoM Microsoft «ISA Server 2004 VPN Deployment Kit» Fnmasa 10 «Creating PPTP
and L2TP/IPSec Site-to-Site VPNs with ISA Server 2004 Firewalls»
(http://technet.microsoft.com/en-us/library/cc302453.aspx).

Onsa passepTbiBaHusa VPN-wnto3a Ha ISA Server 2004 no IPsec Tunnel mode mMoXxHO BOC-
Nonb30BaTbCA pyKOBOACTBOM Microsoft «ISA Server 2004 VPN Deployment Kit» FnaBsa 11 «Creating
a Site-to-Site VPN with ISA Server 2004 at Local and Remote Sites using IPSec Tunnel Mode»
(http://technet.microsoft.com/en-us/library/cc302453.aspx).

HacTtpoiika wnro3a VPN Ha Microsoft ISA Server 2006

B ISA Server 2006 ans Hactponkum noakntodyeHms VPN site-to-site mcnonbaytotcs Wizards
(macTtepa):
e Branch Office Connectivity Wizard (BOCW) (MacTtep HacTponkm coegnHeHuns ¢ dunnanom
cepBepa) (http://www.isaserver.org/tutorials/Creating-Branch-Office-VPN-Connection-
Remote-Site-Network-Wizard.html);

¢ VPN Site-to-Site Connection Wizard (Mactep co3ganus VPN-coeamHeHuns no cxeme Site-to-
Site) (http://www.isaserver.org/tutorials/Creating-VPN-ISA-Server-2006-Firewalls-Main-
Branch-Office-Partihtml.html). B 3ToM MacTepe nocnenosaTeslbHO BbIMOSHSATCA LWaruy,
onucaHHble B pykoBoacTtBe Microsoft «ISA Server 2004 VPN Deployment Kit»
(http://technet.microsoft.com/en-us/library/cc302453.aspx) B 'naBe 10 «Creating PPTP
and L2TP/IPSec Site-to-Site VPNs with ISA Server 2004 Firewalls» pna L2TP. 1 B TnaBe
11 «Creating a Site-to-Site VPN with ISA Server 2004 at Local and Remote Sites using
IPSec Tunnel Mode» gna IPSec Tunnel Mode.

CTtouT yumnTbiBaTb pag orpaHmnuyenunii IPsec Tunnel onacHbix B ctaTbe «ISA Server 2006 - IPsec
Tunnel Mode Site-to-Site VPN Connections: A Couple of Things That Are Not Supported»: (
http://blogs.isaserver.org/shinder/2008/12/22/isa-server-2006-ipsec-tunnel-mode-site-to-site-vpn-
connections-a-couple-of-things-that-are-not-supported/).

Hactpoiika wnro3a VPN Ha Microsoft Forefront TMG 2010

MocnepoBaTenbHOCTb Waros no passepTbiBaHuto VPN-wnw3a Ha Forefront TMG onucaHbl B
MHCTpyKuMn Microsoft “HacTtpoiika VPN-gocTtyna tTuna ceTb-ceTtb” (http://technet.microsoft.com/ru-
ru/library/bb838949.aspx)

HacTpoiika wnro3a Ha Check Point Firewall-1/VPN-1 Bepcun R65 HFA50 GOST

PaccMoTpuM HacTpoMKy Ha npuMepe noakstoveHms asyx noaceten: 10.10.0.0/24 (ISA Server)
n 172.16.10.0/24 (Check Point Firewall) (cMm. PucyHok 31)
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PucyHok 31. Check Point Firewall

ISA10 Check Point Firewall

212.176.30.10 212.176.30.100

10.10.0.1 172.16.10.2
10.10.1.1

J J

KnneHt
172.16.10.10

Knunent
10.10.0.5

Bce HacTponkn npoussogsatcs m3a naHenm Check Point SmartDashboard (cM. PucyHok 32).

PucyHok 32 SmartDashboard

“%/172.16.10.2 - Check Point SmartDashboard - Standard

@ SMARTDASHBOARD

Fie Edt Yiew Manage Rules Policy SmartMap Search Window Help

=] i & BFSFelx WiEE
B s e | ke e a R %, 4 ]

~ I\ Check Point

e & =N 22 Security ‘.'é naT | i smartDerense | R Corkent Inspection | ¥ smartDefense Services | &% ven o5 | ¥ Deskiop

= T Network Objects MR
e |

[ sc

Modes

Ll hiet_10.10.1.0
Ak pet_172.16.10.0

€ 15410 P * Any

=] Interopsrabls Devices

T 15A10_PH .
=] Mebworks

Ak Met_10.101.0

1S410_CP
AL Net_172.16400 = -

* Any

A2 ‘ Met_Behinc_ISA1

AL het_10.10.1.0 <
Ark figt_172.16.10.0

b Met_212.176.30.0
Net_Behind_ISA10
Groups
=] Dynamic Objects
<% Ausdliaryhst
<% CPDShield

<% DMZNet

4% Internalet ™
<% LocalMachine Intemet & P ﬁ?’w‘.g
42 LocalMachine_all_In st

J.'L
- m Net_z12 N
Het_Behind 1SAID_VEN 17630
o

_IsA10 Net_172

1810
o

VPN coegnHeHne Ha Check Point Firewall-1/VPN-1 Bepcun R65 HFA50 GOST co3paetca wmuc-

nonb3ysa Simplified Mode - Policy \ Global Properties.

Cozpaanm ceteBon o6bekT (New Network) Net_10.10.1.0 ana cetn 10.10.1.0, ncnonb3sys

3aknaaky NAT no6aBuM TpaHCASAULMIO aapecos.

AHanormyHo cosgaauMm cetesonn o06bekT (New Network) Net 172.16.10.0 gns cetwu

172.16.10.0.

46



XKTAN.00074-01 90 02. KpunTtollpo IPsec. PykoBoACTBO aAMUHUCTpaTopa 6e3onacHoCTU

PucyHok 33 Net_10.10.1.0
Teabal
= W Metwork Objects

=1 [5] Check Point
8 =<
Hodes
= [E] tnteroperable Devices
T 15810 vPH
=[] Wetworks

AL et _10.10.1.0

AL het_172.16.10.0
Ak Het_212,176.30.0 Color B
het_Behind_ISAL0
Groups Brosdcast address
=[] Dynamic Cbjects @ Included O Wt included
<2 Ausiliarylist
<2 CPDShisld
<27 DMzhet
<27 Internalet
<27 LocaMachins

42 LacaMachine_all_In

General | WAT

Name,
Network Addiess: | 10.10.1.0
et Mask: 255.255.256.0

Comment:

[ ok [ cence | [ He

PucyHok 34 Net_172.16.10.0

=N 2 y ]
E a E:} ;_' Network Properties - Net_10.10.1.0 @
= T Network Objects
=[] Check Paint Genersl| NAT
8 sc
Hodes Walues for Address Translation
={E] mteroperable Devices [] Add Automatic: Addiess Translation wles
T 15A10_WPN
L ] Watworks Translation method Hide v
A Het_10.10.1.0 (@ Hide behind G ateway
AL Net_172.16.10.0
b Wt 212.176.30.0 O Hide behind IP Address
et_Behind_15410
Graups Install on Gateway: * A v
= Dynarmic Objscts
4% Audliaryet
4%y CPDSHield
% DMZNet
%y Internalet
4% LocalMachine
%7 LocalMachine_all_In
[ ok [ cace [ Hem |

Bbibnpaem naHenbs NAT, Oo/mkHO A06aBUTCS 4YeTbipe MpaBwuia ABa M3 HUX MOAAEPXMUBAKOT
TPaHCNAUMIO aApecoB, ABa pa3peLllaroT AOCTYN U3 COOTBETCTBYIOLWEN CEeTU K MHTepdelcaM.

Cozpaanm cetesoli (Network) obbekt (New Network) anga cetn 212.176.30.0 (BHewHero
nHTepdeiica), 6e3 nobasnenuns TpaHcnsaumu agpecos(Net_212.176.30.0).

Co3pagnm ceteBoli (Network) o6bvekTt (New Network) ans cetn 10.10.0.0, koTopas pacno-
noxxeHa 3a ISA cepsepoM(Net_behind_ISA10) .

N3 SmartDashboard uHTepdelica Haxxmem Manage MmeHio, n Bbibepem Network Object. B
okHe Network Object Bbibepem o6bekT Net_behind_ISA10, Haxmem kHonky New u Bbibupaem
«Interoperable Device...>».

Interoperable Device onucbiBaeTr Haw ISA VPN wno3. B General Properties 37oro
Interoperable Device BBoaum ero uMa (Name) - ISA10_VPN wn IP agpec wnw3a ISA -
212.176.30.10.

B Topology - B Tabnuue BPYUHYO ONunCbIBaeM MHTEpdenChI ISA:
212.176.30.10(ext_212.176.30.10) obbaBnaeMm kak external, 10.10.0.1(int_10.10.0.1) ob6bsaABnsem
kak internal - specific u npusBasbiBaem k Net_behind_ISA10. B VPN Domain Bribepem onuuto All IP
address behind Gateway... .

Haxxnmaem OK gnsa toro 4tobbl gob6asmuTb HoBbINM Interoperable Device n 3akpbiBaem Net-
work Object.

Ncnonb3ys SmartDashboard - Bbi6paem VPN manager naHenb n Ha NycTOM Mnosie npaBbiM
wenykoM Bbibpaem New Community -> Meshed (cM. PucyHok 35).
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PucyHok 35 New Community

R Q&K % %3 L=

B2 Security | B85 mAT | i smartDefense | R Content Inspection | ¥ SmartDefense Services & wen B} Qos | FE1

o A

15410 CP RemoteAccess

Mew Community: Meshed. ..
Star...

Sort by »
View 3
Print

B General BBoauM yaobHoe Ham uMms, uBeT, ecnm noMedaem Accept all encrypted traffic
TO NpaBwuJio 6€30MacHOCTU CO34A0TCA aBTOMAaTUUYECKN, NMOCKOJIbKY Mbl B6y/leM cO34aBaTb BPYUYHYIO Mbl
€ro He aKTUBU3UPYEM.

B Participating Gateways no6asnsem(Add) Interoperable Device ISA10_VPN un Check Point
gateway SC.

B VPN Properties nomeyaem This community uses GOST standard for both IPSEC and
IKE.

B Advanced Settings -> Shared Secret nomeuaem «ranouykon» Use only Shared Secret
for all External members n ucnonesysa kHonky Edit BBogum PSK.

B Advanced Settings —-> Advansed VPN Properties nomeuyaem Disable NAT inside the
VPN community. Use Perfect Forward Secrecy Ha BpeMs TECTUPOBAHUS MOXHO OTK/KOYUTbL, A B
JanbHenweM BKNUYNTb. Haxmnmaem kHonky OK.

Mepenpgem k pegaktmposaHuto Check Point gateway network object.

B General Properties: Name - HanMeHoBaHne(SC), IP Address BHewHun IP agpec uHTep-
denca(212.176.30.100);

B Topology:HaxMeM kHonky Get —> Interfaces with Topology, fonxHbl B Tabnuue nos-
BUTCS uHTepdencebl yctponctea, VPN Domain Bbibepem onuuio All IP address behind Gate-
way...;

B VPN Haxwnmaem kHonky Traditional mode configuration, B nosasmBwemMcsa okHe Traditional
mode configuration y6exaaemcs uto nomeyeH Pre-Shared Secret .

B VPN -> VPN Advansed nomeuaem Support NUT traversal... v c nomMowbio KHonkn Pre-
Shared Secret BBoanm PSK.

Coszpaem agBa npasuna 6e30nacHOCTM OAHO uUcxoasulee n exogsauwee (cM. PucyHok 36).

PucyHok 36 MNpaeuna 6e3onacHocTH

B Security =5 NAT t@? SmartDefense Q Content Tnspection | & SmartDefense Services @ WP QoS Eﬂ Deskkop

DESTINATICIN

AL met 101040
AL pet 17246400

A2 Net_Behind_ISA1 S (000
AL pet 17216100

Tenepb HeobXxoAMMO COXpaHWUTb W WHCTAJNMPOBaTb BCe BBeAEHHble npaBuia. W3
SmartDashboard nHTepdelica Haxmem Policy MeHto n Bbibepem Install (cM. PucyHok 37):

1 a1

Net_Eer-.ir.-:i_|:z:.u.-1 ey izao_cp * Any D accept Loy

Iy 1sa0_cp ® Any {5 accept Log
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PucyHok 37 Install Policy

H

1 & %

Folicy’» SmartMap  Search  Window  Help

Installation Targets
ety |1 s

Installation Mode

Reswision Control

< [] Create datahase version

Advanced Security

SelectAl | [ Clearal | [Select Targets...

(O Instal on each selected gateway independently

@ Install on al selected gateways, i it ails do not install on gateways of the same version

0K | [ Cancel | [ Hep

3akpbiBaeM okHO SmartDashboard.

Moarotoeum Check Point Firewall-1/VPN-1 Bepcun R65 HFA50 GOST ansa pabotbl C
ans 3TOro
...\CheckPoint\SmartConsole\R65\PROGRAM\GuiDBedit.exe.

PucyHok 38 Check Point Database Tool

PSK,

= 172.16.10.2 eck Point Database Tool

HeobxoamnMo

OTKpbITb

yTUNUTY

File Wiew Objects Fields Search Queties Help

©
Tablss | Queries Object Hame Class Name Last Madify Time
O aoa ([Esawoce | intranst_community Fri Jan 01 21:41:23 201
i Global Properties [ERremotenccess Sr_community Thu Dec 24 08:39:31 2|
w1 [E Large scale Manager
| =[5 Managed Cbjects |
asm
[Eomae ] o |, ,
Field Name Type value valid ¥alues Default value
ike_p2_rekey_time number 3600 12086400 3600
ike_p2_use_pfs boolean false
ike_pZz_use_rekey_lbytes boolean false
ike_p2_use_subnets boolean true true
is_GOST boolean true
manual_mep_rules ordered container stat_mep_rule
mep_rechanism string sre {stc,dest list, random} Eld
meshed_in_center boolean false
participant_gateways cankainer {gateway_ckp,gateway _clusker,host_ckp host...
reference ISA10_YPN (network _objects't, .,
reference S ('network_objects' table)
participants_domains conkainer damain_per_participant
permanent_tunnel_down_track string log {none,log, alert,mail snmptrap, useralert, useral...  log
permanent_tunnel_list container {NULL, permanent_tunnel_matrix, permanent_t...
parmanent_tunnel_patticipant _list container {MULL object_with_VPN}
permanent_tunnel_participants string all_members {all_members, selected_members} all_members
permanent_tunnel_up_track, string log {none,log, alert,mai snmptrap, useralert, useral...  log
permanent_tunnels_dsf string none {none, community_level,per_gateway,per_tun...  none
route_injection_track string log {none, log, alert,mai snmptrap, useralert, useral...  log
rouke_ret_packets boolean false
rouke_through_center string none {none,ko_other_satslite,by_default} none
satelite_gateways container {gateway_ckp,gateway_cluster,host_ckp,hast. .,
sel_mechanism string first Afirst, random} First
support_wire_mode boalean False
support_wire_mode_routing boolean false
topology string meshed {meshed, star} meshed
tunnel_qranularity string per_subnet {per_host,per_subnet,universal} per_subnet
type string intranet _community intranet _community intranet_comm.
— baolean Falss true
wpn_mep_resokver_notification string log {none,log, alert,mai snmptrap, useralert, useral...  log

v

ANPEKTOPUN

- B Hawewm TectoBoM VPN coeanHeHun ISA10_CP - nepeMeHHyto use_gost_ike_cert BbicTaBuTb

B false.
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10.3. N3onaumnga pomeHa

B paHHOM pasgene 6yaer onucaH cueHapui HacTpoinku IPsec ¢ nomouwsbto «Monutuk IP-
6e3onacHocTn». lNMpumMeHeHne IPsec B ceTeBbiX NOMNTUKAX MO3BONASET KpunTorpaduyecku, n3onu-
poBaTb (Ha 3-eM ypoBHe Mogenn OSI) kKak BeCb AOMEH, TaK M noapasfeneHus, canTbl, rpynnbl KOM-
NbIOTEPOB N CEPBEPOB. PAacCMOTPMM YacCTHbIN Cny4Yan U30NSLNM HECKOSIbKMX KOMMbKOTEPOB B AOMEHE
(cM. PucyHok 39).

PucyHok 39 Usonauma rpynrbl KOMNbIOTEPOB B AOMEHE

KopHeao#n
LleHT
cepTHtEaLAL

Cepeep adca

Brigatouii Ligst
CEnTAEM Pﬂ,wljjﬂq:ll-'lﬂa
=",
CDP Cepsep Internet
3 Ais ofica

Cepeep odmca

KouTponep aomaHa

YcTtaHoBKa nonmtuk 6esonacHocTn IPsec MoXeT BbIrnsaeTb cneayrowunm 06p330M:

e [naHupoBaHMe U NpoekTupoBaHme. PopMUPOBaHNE NOMMUYECKUX Fpynn 6e3onacHOCTU: on-
penenenne IP-dunbTpoB, COOTBETCTBYIOWMX KOMMNbIOTEPAM, NOACETSAM, YCOBUSM OKpYyXe-
HUA N HeobxoamMble AN HUX AENCTBUS 6€30MacHOCTH;

e Co3paHue MNMonutuk IPsec, Mpaeun IPsec (dunbTpbl, AENCTBUSA);
e PacnpoctpaHeHue N'pynnosbix nonntnk (GPO) IPsec.
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MpY NPOEKTUPOBAHUM CIIOXKHbIX CXEM PEKOMEHAYETCSH COCTABAATb Tabnuvubl M AnMArpaMMbl ce-
TEBbIX MOAKMNOUYEHUA. B 3TOM npumepe 6yayT MCNONb30BaHbl BCEMO 2 MOMUTUKM, NepenaeM K ux or-
peaeneHunio 6e3 NnpeaBapuTENIbHOIO MNJIaHUPOBAHUS.

Ona ynpasneHus GPO B aoMeHe ucrnonb3yetcs «PeaaKkTop ynpaBJsieHUsi TpynnoBbiMU MNoO-
nntukammn>» (Group Policy Management Console,GPMC). Co3gatTcs ABa obbekTa rpynnoBoi nonm-
TUKM MO UHCTPYKLUMN:

e ans Windows Server 2003 - «Creating and Editing GPOs»
(http://technet.microsoft.com/ru-ru/library/cc782980%28WS.10%29.aspx);

e nana Windows Server 2008 «Co3paHue M u3MeHeHue ob6bekTa rpynnoBOW MNOUTUKU>»
(http://technet.microsoft.com/ru-ru/library/cc754740%28WS.10%29.aspx).

OanH GPO HasHauyaeTcs KoMMbloTepaM B rpynne (B nmogpasaenieHUn) UCKIKUYEHMUM: KOH-
Tposasiep AoMeHa, ueHT ceptudunkaumm, DHCP, DNS-cepBep. Onsa Hux Tpaduk wndpoBaTbCcs He by-
aet. B GPO gns nckntoyeHun cosgaetcs MNMonutuka 6e30nacHOCTM Mo MHCTpyKumK Microsoft «[Jobas-
NeHue, N3MeHeHne n yaaneHue MoNTUK IPSec» (http://technet.microsoft.com/ru-
ru/library/cc778422%28WS.10%29.aspx ), Ho 6e3 Npasun 6e3onacHocTw.

Opyron GPO npuesaAsaH Ko BceMy aoMeHy. B Hem aBa npasuna 6e3onacHoctu. Nepsoe Pas-
pewaeT (gencrene dunbTpa) NpoxoxaeHme Tpaduka K rpynne nckntoueHun (punbtp). Bropoe, cTpo-
ro Tpebyet wndposaHmne (cM. PucyHok 40) Bcero Tpaduka (punbtp no ymonyanuto «All IP Traffic»)

PucyHok 40. fleiictBne dpunabtpa
x
MeToar GesonacHoCcTA | Ofuyme |

" Paspewnte
" BnokwposaTs

¥ Cornacosats GesonacHoCTs

MeToas Se30nacHoCTM B NOPAGKE NPeanoYTEHWA:

Tun | LlenoctHoCT. .. | KoHhwasHumMaEN. . | Lle OofaenTs. ..
Watpo... <Hets JDES SH

HamennTs. ..

Beepy

1| | ﬂ Bhus

™ DpwHumate HefiesonacHyo CEASE, HO OTEEYATE C NoMowsto |Psec

Tl

I_ EEISpE-‘LLIH'I'b EQIBPAT K HefesonacHol CEAZW, BCIM HEEOZMONHO
YCTAHOBWTE GE30NacHOE NOAKNHOYEHME

[T Wecnonesoeats ceaHcoBkIe WAKNE BesonacHoi nepeckinky (PFS)

oK I OmaeHa [l EHEHHTE

MpumeHeHne (3ameweHne) GPO npoucxoguT B Mopsake, nepevyncseHHoOM B ctaTbe Microsoft
«ObpaboTka n MPUOPUTETLI rpynnoBbIX MONNTUK> (http://technet.microsoft.com/ru-

51


http://technet.microsoft.com/ru-ru/library/cc782980%28WS.10%29.aspx
http://technet.microsoft.com/ru-ru/library/cc754740%28WS.10%29.aspx
http://technet.microsoft.com/ru-ru/library/cc778422%28WS.10%29.aspx
http://technet.microsoft.com/ru-ru/library/cc778422%28WS.10%29.aspx
http://technet.microsoft.com/ru-ru/library/cc785665%28WS.10%29.aspx

XKTAN.00074-01 90 02. KpunTtollpo IPsec. PykoBoACTBO aAMUHUCTpaTopa 6e3onacHoCTU

ru/library/cc785665%28WS.10%29.aspx ). O6HOBnsAeTCS NOAUTMKA 4Yepe3 3a4aHHble MPOMEXYTKM
BpeMeHun 1 npu 3arpyske OC.

Mpu ncrnonb3oBaHMe MOMUTUK ANS U30NSAUMKM BCero gomeHa (npeanpusatusa) 6e3 ncka4veHunin
BaXXHO MOMHUTb:

e 0 C/IOXHOCTM KOHMbUrypauum u ynpasrneHmn IPSec ana 3awmTbl COEAMHEHUA MexXay une-

HaMu IOMeHa n: nx koHTponnepamm, DHCP, DNS-cepBepamu, cny»xb6ammn pacnpocTpaHeHus
KJTHOYEN;

e IPSec He mMoxeT cornacosbiBaTb 6€30MacHOCTb AN MHOr0aApecHoro M WupokKoBewaTesb-
Horo Tpaduka;

e 0 npo6neMax, KoTopblie MOryT BO3HMKaTb C TPadWUKOM CBS3N peasibHOro BPeMeHU, U B 0A-
HOPAHIOBbIX CETSX.
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